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Cost Performance Evaluation of Signature-based IDS
using Karp-Rabin Algorithm

NoRIAKI KoBAYAsHIt and KOKI ABEf

An architecture of signature-based intrusion detection systems (IDSs) is proposed. In the
multistage detection process of the architecture, hardware is used at upstream steps requir-
ing high speed, and software is used at downstream steps requiring high accuracy. We focus
on a pattern matching Karp-Rabin algorithm which is suitable for hardware implementation
because it is simple and easy to exploit parallelism. We conduct a simulation experiment to

measure the filtering accuracy and cost of multistage implementation of the algorithm.
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