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Abstract There are some different implimentation of TCP/IP in spite of its deffinition by RFC. The
difference is called OS Fingerprint. A malicious third person can identify host OS by collecting and
analyzing many OS Fingerprints. And collecting T'TL or IPid of many hosts, also make that estimate
network topology and count number of hosts in network possible. This report proposes and evaluates the
system that removes OS Fingerprint and initialize TTL on the route from inside to outseide. Assume

this system defeat OS Fingerprinting, prevent outflow of network information and enhance security.
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PO listening (SYN) on 'sth0', 262 sigs (14 generic, cksum OFLFSCAZ), rule: 'alf.
192.168.4.10:32777 - UNKNOWN [5840:64:1:40:..:2:7]

->192.168.4.1 :22 (tink: unspecified)
192.168.4.10:21944 . UNKNOWN {5840:64:1:40:...:7:7)

>192.168.4.1 :22 (link: unspecified)
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Stasting nmap 3.93 { http://wwiw insccure.org/nmap/ ) at 2007-03-09 08:34 JST

Insufficient responses for TCP sequencing (1), S detection may be less accurate
Tnsufficient responses for TCP sequencing (1), OS detection may be less accurate.
Insufficient responses for TCP sequencing (1), OS detection may be less accurate
Interesting ports on 192.168.5.4:

(The 1666 ports scannied but not shown below are ia state: closed)

PORT STATE SERVICE

22/ep open ssh

111tcp open rpcbing

No OS matches for host (If you know what O is running on it, see
Q}://www.uwecule.org/cgi»bm/nmap—submit.ch).
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# 2: RTT #HUASR

Normal AQFS
Count 1 2 3 1 2 3

1 204 | 187 {220 56 | 173 | 59

2 5.1 5.0 4.7 4.2 5.0 4.8

3 5.1 4.7 4.7 4.6 4.7 4.8

4 4.8 4.7 4.8 4.7 4.7 6.2

5 4.7 5.0 4.8 4.7 4.8 4.8

6 4.9 4.6 4.9 7.5 5.2 4.7

7 4.7 4.7 4.9 4.6 4.8 4.8

8 5.0 4.6 5.3 4.6 5.0 4.9

9 4.8 4.7 5.1 4.7 4.9 6.6
10 5.0 4.9 4.2 4.9 4.8 5.0
Average | 6.45 | 6.16 | 6.54 | 5.01 | 6.12 | 5.25
ms
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Byte Normal | AOFS
0-100MB 10.0 10.0
100-200MB 11.1 11.1
200-300MB 11.1 10.0
300-400MB 11.1 11.1
400-500MB 11.1 11.1
500-600MB 11.1 111
600-700MB 10.0 12.5
700-800MB 11.1 11.1
800-900MB 10.0 11.1
900MB-1GB 11.1 12.5
10.77 11.16
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