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Abstract We propose an efficient group signature scheme, which is based on the DDH problem. A group signa-~
ture scheme can be used as a useful tool to protect personal information and privacy. However, its computational
efficiency is far less efficient than ordinary signature schemes and thus it is often considered to be impractical. The
computational cost of signature generation of our scheme is only 3 times of RSA signature whereas those of the
previous schemes are about 8 to more than 200 times and the length of a member secret key of the proposed schemes
is much shorter than RSA signature and previous group signature schemes. Moreover, the proposed scheme can be

efficiently implemented on elliptic curves.
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1. L &Iz

RRDOFR

TN—TBBRELYEER > BT HE L LT Chaum 5iC
Lo THRREN: (8], WEROVFHELTIBLRIEDIHOL
MR L BEEMDIHOBERN 1 1 1 THSTB1-0BRE
BEOEAUMRTEL. ThICHLTIN—TBLTRES
REDIeDD TN —TRHR L BRERDIHD A > EEwE
NINBTHD, BERREOBUCIZEDA U NRBBEEERL
e EFHETERV L WS HRIT L > TEAEERELTWS.
e, REETHL NV —TEBEERTIBREREETES
VS HEERFo T3,

L LYEoARz, BREDPBERERNEINA 38
RBIT BB A BN I — S COBBICEET W Y,
FERITHBNSEN o /2. THhEAICYE LD Camenisch

BIEK > TREVENIAN[6) ThD, HBMA I BUCKIEL
BWTNV—TEBENEREN . TOARTE, A2/ s
XY 3 IN—TEEBEDEEE A S (Membership
Certificate) ¥ LTHRIFT 3. IN—7BLKBIN—TEE
HEORNMBTHELE NI A S EES (Ehiz20—8) &,
AVIREABHSELSHEHEEThTWVE I L e AV BER
E AV R > T3 2 L OIENEMTERIEEENS T h
3. BRRETRIENFBOMMHIRERET 22 TIA—T
HEHECRDONIAVRCEBIBLTHI L ERET X,
IN—TEEZEA VTG EREET 3 L TREERSE
TES. AVNEHBR—I L EFX 5 OBXIFOROY
N—TBEHFROBBE Z>TWAEELLDTHS.

LU [6] BAVBUCERELEVWARTH S LI AR
HBHNEL, LTHLEANSARLBTEVED o2, GBHTY
B (Practical) &0 3 FRSMEONTHELBHEIIiz T N—
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THBEFANT Ateniese SIC K> TREEI AR (ACITO0)
AR (1] TH3B. COHARZETNLRIOH N L X TAEEY
BBHL, NLOBRTH >IN~ TFBoaAN LAk
DOUREEERNTE BT O L.

[ACITO0] AXOBHERICIT RSA BAERD 200 15128
OHERMARNETH 3 iz 3dF Ot MBI R RORIH
TohTED, BELRLAISATWAREEIN—TBRAR
{& Camenisch HIC &> THREET AR ((CGo4) AR [5] T
$3. TOAXDEFEREMIIRE RSA BRERD 8 FREHE
KETERENTHS.

—7, RSA MHEE-CRERON SR x & ORUEH LR I RAR
BEBIVECHSDIN—TBEARLBRES 7 a—F
ELT, EERFEEONN, HEROHR, HBOIWIR
v aVisPRERT B0IC, THIEEREFIA LI
HOHBARNREBICHINEIN—TBLLBRENTHS.
REMBIAEE LTIX(3),[4], [10) B ENET SN 3.
ERROMR

FRRTR, WL OrOFIMIES B TRILITIN-T
BRFARIRRTS.

REAROFAD 1 DBV Rr—va Vit L TWiENT
ETHB. VRT—a B RAUNRD YT I—THhH 6DRERPR
FEOHRETS BDESH 3 TFNVCEOTRRELRETSH
BH, ERAR TR ACHEL THiEL.

BREHO LA RBEARNOFHKD 1 DOTH 5. R0
N—TBEHRTRI—TRALOBES TN —TERELED
RRCH T 2 RSEAHIEURD L S icREEH L LTH
BENTEE LhL, BEC Lo TRERICHT 3RS
VAT LOARRY 7 MY 2 TRN— RO = T Of & el
Mick-oTBRTESCLLDD, RIEMELESTERET
BB LHMEHENBBEL PRV, HIXIE, PCELH
PRBTHIRE, 77V —a Y ORERFHHRNAS
TH O RIEDO/BRAENE. ThEHL, BHRED IC H—
RTiAEBENDSEON TRV SA, RERNXDHETH
h REEOBREREY. CO&S CRESERTREEIO
BREFRIFICERE T,

¥7-, REARUE JOIN LFRENS 70 b )V ERIT,
JOIN 71 b jbid A sl e 7 — SEEHIC BN
FRAVAREIOREL LTERT B EHOTa N THS.
LdL, YN —7EEEEERTEZIEFIVCENTRIN—
TEBENA VA BEREERL TRATAEIWEED JOIN
7o aVBFETHS.

ChoDRMD—ET, BRAXNRBOTYRNLN LN
BADKETHS. BHENERVRMARTIFETHS
Simultaneous Multiple Exponentiation ZF#|f L2384, L
R [CGo4] HRHA RSA FRERD 8 HULOMKRTH
20l L, BBARXTE RSA BEERODLTH 3 HEE
OHBERTHERER#ITX 5. £z, Simultaneous Multiple
Exponentiation CIXEDMIC &> TF— T IWVOWRHIRZIT
5 RENH BN, BRARTRNERRKEGTOELHICEE
THB1-BHEEFT—TIVOTHHEZITS BEN RS TF—T NV

EROTHB T e THAME S SKETROT T LN TES.

E o, BEARIBRERICHET 2 A VU BERLIER
KL, FOEy MR [CC0) ARD 1/10, RSAD 1/9 T
Lz,

[ACITO00) AR [CGo4) ARDLLEH RSA MMIIC T
WTWB3DicH L, #3853 DDH MicInwTra T e
LRI RERTHS. ThOBIBRANIHARLETEY
RE{EETE, BEHRPREOKELITELD 2BEOHME
{emlfEr 2%, BREANIE DDH MBIORIC D { #h#a
IN—TBRLLUTRAHOAERTH 3.

Ehic, ERANZHMABNOMAEDY TREAHETSH
B1DEIENTSy F 73— L ETOREANEETE 3.

2. FI—TBL

FRTRIN—THBOBELRMECOVTERTS. #
KARBY Ry —a VBEEERIBRVWARTH D720, AR
DRNUCDONTER L 2] ZHIR U TERT 5.

2.1 IN—TBLOHIE

DBROLNREARDIBLALR AV BERICHTS S
N—TEEZEOFR% A AT (Membership Certificate)
LUTHIAYT S, BREAXTRIN—TEHEO[/ZERAL
Vi, PERARD RV SIEAG L EKRIT 5 HICHRER
Eff# (Tracing Information) &S RS, ZOMHEIHE
B{ELT/N—TBBIEEN, BREFEHRNEL {FES
{EENTVB T L AV RRERL BLEFEMBRER>TY
3T L OIENENAERIERENE ENS T LIE A VAT L[
BTH5.

IN—TBaAER GS BUTD 5 DOSEARM 7 LIV X
LSS,

REm

DV A—R LT N—T DAV M n ZASIEL, TN—
FoME gpk, FN— THER gmsk, AV NRBERORKE
gsk = (gsk[1],...,gsk[n]), ZhiENET 3 HREFENHR
T = (T, ...,Ta) BER LU THAT 2HMRNSERRM 7 VT
VY X1 GKg.

BREN

TN—TR8 gpk, ABER gskli), SRERFENH
Ty, AvE—Y msg lel, IN—T8% o BERT R
RBFEXRW 7 VTV XL GSig.

RAREE

TN—7F083 gpk, Avb—Y meg, IN—THHo %
ABkL, SEFELFNS valid Z, EL TN invalid
2T BRENSHEARM 7L TY X4 GVE.

BREERE

TN—TNMHR gpk, TNV—THRER gmsk, Avt&—Y
msg, TN—T8% o ZASILL, BEVELINEZOEHS
ZERUEI—FOID 2, EUL &N invalid 247793
RER BB 7 L Y XL Open.

2.2 L—TRBEOREM

IN—TBADERAEIT DOV T UHIIEE OB ERE
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ATV, Static Group, T b A 73MiEH « HIEREGE
BTN THERE VB LAV ROFEEN TS
N—FDY N—TBRIZDWT Bellare HHZDOEHEF LS
T3 [ REL, [2 OBGEHERICELVEDTSD, ¥
=T AV READKIICHT A REENMERINhTVS. %
Dicth, FTOEGEFHTREZERT 5T LHF—RNTT
bhTV3a. FlE LTI RENRETFENS. CTTRED
BficE 3%, JL—TEEERAVNAOBENTWBEDOR
2L LTHERT 3. KL oERICDONTI (2], [4] D
BLEARTHS.

LLF® Correctness, Anonymity, Traceability @ 3 DD
HeROLE, I—THRBAEXGS BRETHDI LWV,
Correctness

GVf(gpk, msg, GSig(gskli], msg)) = valid D
Open(gmsk, msg, GSig(gsk(i], msg)) = i §4&bL, ELLKE
RENBLIREICEIIL, BHERNETES.
Anonymity

UTFDS—bLBER 5.

(1) Setup: GKg(n) ZRITL T gpk, gmsk, gsk, T 2%
ML, A gpk 85X 3.

(2) Queries: B A LLTD 2 HBOHEMAEITAS. i
U Corruption Query {3 1 BIDHICEESN B.

(a) Signing: =¥ i RAyvt— msg ZI/EL, 0 =
GSig(gpk, gsk|i], msg) %2185,

(b) Corruption: 2—4% u(l £ u < n) ZH/EL, gsku
2133.

(3) Challenge: AR AYHE— msg LA—HID i,
i BHATE, COLEu =1 Eltidu =4 THoT
372 5%, Challenger i b — {0,1} 25 ¥ X LICHTY,
o* — GSig(gpk, gek[is], msg) ZHIE L TH A IKET.

(4) Restricted Queries:

(a) Signing: L& FER.

(b) Corruption: L& R, 7=/ UBLC 1 BfTbh T
EBEREMTERY. ik, COLEu=i B u=1
TH-o Tk,

(5) Output: b ZWHAH$ 3.

V=bDrE BMARKBICHEIILIZL W, TORIIMRL
REATED LETN—THEBAHTUS Anonymity ZRFDEVS.
Traceability

LT —L%EEX5.

(1) Setup: GKg(r) 252{TL T gpk, gmsk, gsk, T 2%
BRL, MAWC gpk 25X S,

(2) Queries: B ARLTOD 2 RHORMAEITAS. 2
U Corruption Query & 1 BORICEENS.

(a) Signing: 2—Y¥i L XAvt—Y msg ZBEL, o =
GSig(gpk, gsk[t], msg) #183.

(b) Corruption: Z—H u(1 £ u £ n) ZIFEL, gsky|
#2135

(3) Response: ft A A vt— msg* LBH 0" N
T3,

Open(gmsk, msg®,0*) = i + u CH Y, i, msg® 2 Signing
Query TREEATVENLE, MARBKRICEHLIE
VW, TORYIBBNMEHTES LE SNV TREHRE
Traceability 2RO &5,

3. # 4

BT, BRAXEHEMT 3 5 X THE L DDH RJHE,
representation, Cramer-Shoup FEHTDWTHIEAT 3.

3.1 DDH i

G ZFEBE ¢ DRELEYHLTE. REFVELH4DHE
(01,92, u1,%2) € G* DR, Dk g1, € G L T€Z, SV
FNBS v, = g7, ua = g5 £ L7488 (91,92, 41, u2) € G*
DRHFL LizLE, choonyfzRsr2EE% DDH ME
LREE,

BREARORLSHEE DDH MEicfgEhs.

3.2 representation

REEERC BT 3EIIC BT h = g1 052 - - gt BHGIET
(er,e2,...,e1) & g1,92,...,0t ZIEE LJc h @ representation
LR,

representation {XFESHBDFHFTHEH {13 (7] T Relaxed
Discrete Log (RDL) £ LTHIAAZh, Z0%EE LIELIFFIRE
hTW3. [6] Ti& Schnorr T4 (12] 255/ U7z representation
OIENENMEIEAS IR STV 3. BRAFATIR A2
80T representation ZFIAL, FN—TEAITIERA /3808
RERKoTVA T LRRT D representation DIENEEHIA
iindihar-g: S g0

3.3 Cramer-Shoup &8

BEARTIR, BEHFFEWHOELIC Cramer-Shoup ¥
B%HMHT 3. LTI Cramer-Shoup BFS 2HIHS 3.
AR - BERRTER

RIS A= L UTRENIM ¢ OREKER G L EOE
REIT g1 & universal one-way hash family ZA & L, YLTFD
JAERTTS.

(1) g1,92: € G S VHLITBIRT 5.

(2) z,22,0,92,2 € Zy BTV HLICEIRT B.

(3) c=gi'g5% d=g{'g¥, h =g} ZHKNT3.

(4) M % universal one-way hash family /5819 3.

(5) NHA pk = (g1,92,6,d,hH), BER sk =
(@1, 32,91, 92, 2) ZHITT 3.
et

NBER pk = (g1, 92, c,d, b, H), AvE—Y me G EAN
e L, UTOAERTS.

(1) reZ, 5 VHLISBIRT 5.

(2) uy=gf,us=g5, e=h"m BHRT3.

(3) a=H(u,uze) ZHETS.

(4) v=cd™ ZHATS.

(5) MBI (u1,uz,e,v) ZHHTB.
“e

PRSI (u1,uz,e,v) ZANTE L, LITOLEETTS.

(1) a=H(u,uz,e) ZHETS.
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(2) ufttnieyntne = o SRR DIIONE S HMERIEL,
—B UK RERERMEE LTER L CAEERT T3,
(3) m=efu] ZFHEL, X LTHHTS,

4. BRRFH A

FRTRBL DORRT 28E TN —TBRA OB TR
T3.

4.1 BLOF7I0—F

FUROENE I/ N—TERARN 2 E SICHBLT3C 2T
5.

BREDKHOBENL T Fa—F & L THREHE—XD
ARERM L. RSA R—ADARRBREREHEL, 4B
ZAS VBB BIERENGREHOMRSE 2D e
ENaRHNEL o T, BEAARLLTHABNTY
3 [ACIT00] 5= [1] ® [CG04] AR [5] &F T ICRAN B,
[ACITOO0] R RSA R— RDARTHoRDICHL, [CC04]
B2 R — A & LT L TXRIBASRis e B L
TW5H, RSAR—ADBSEEo TS, THucHL, &BF
RTRLTHEINBA—-ADANRL T B L THELER>T
3.

P43 & BIC representation 2 A MBERL LTHALT
W5, BRHCHED 1 DX LT 1 DORBERULMIET
HNDITH L, representation & 1 DOLFIRICH L THED
HEREENS I A VW HBEET 3TV CORIMICHE
LTwW3. Kiayias 5DH R [11] T representation ZFAL
T3BH, BEBEFENHEL LT representation ZDH D%
HLTWAEBYBROIVARERE > T, LHLES
HOWKEICHT LY representation TDEDEJBE L LN
1=, AR T representation H 5—RICHITE N 5 {l%
BEENENRELTRALTVWS.

—HT, BEEODIBENCEIb Y- B3 655. R
iy, BRARIIHEDHE JOIN Fatran, VY-
vavBEERFLRY. 1L RTHERELED, £TO7TY
r—vavichnTThoniiiEhpBEL Ehsbirtldixl,
BEICE>TRTHEDREX D LHHTH S C EDFHFES
Th3BEeYALy. Z20kY), BReREEbERBER
He LTAHRDORNRT 12,

4.2 BREHAOHN
R

DR A& ¥ LTHRENIE ¢ OREKEH G LEOE
TG g1 & universal one-way hash family %, A/3eLT
n ®ZANELL, UTOREEITS.

(1) HBBOTN—TREHR - SN—TRERTERE
3.

(2) #RD A BERERE n BRDET.

(3) FN—TRHE epk, TN—THER gmsk, AR
HERORE (gsk(l], ..., gskn]), ThITHIST HFHER
W (T, ..., Tn) BHHTS.
Th—FRHE - SN—THERRTER

DS A—R L U THREBNN ¢ ORELER G LEOE

R%JT g1 & universal one-way hash family ZA71& L, LLFD
BT,

(1) a,b,z1,22,3n,¥2,2 € Z, 2V HLIBIRT 3.

(2) p=gt, f=glic=g'g", d=gl'o}* h=gf %
HIY 5.

(3) H # universal one-way hash family 5804 3.

(4) In—7npis gpk = (91,92, f, ¢, d, h, H), -7
B&ER gmsk = (a,b, 71, T2, 11,42, 2) ZHIT 5.

AV RIBEERER

TN—THR gpk = (91,92, f, 6,4, h, M), TN—THER
gmsk = (a,b, 1,72, 41,42, 2) BAAIE L, LITONEETS.

(1) ki €Zy B VHLTBIRT 3.

(2) ki = kj2 B AV BT gskj = (kj1, kj2) 25D
AVIRIMEELTWBBEIE ki ZBRULEET.

(3) ki =b—akiz mod ¢ ZHET 3.

(4) BRENWENRT =g 2HRT5.

(5) 2—Y i DAV BER gskli] = (ku, kiz) LHBRE
SOENWR T 2T 3.

REEM

IN—T MR gok = (91,92, f,c,d,h,H), X388
wR gsk(i] = (ki kia), BEEFENMR T, Ave—Y
msg € {0,1} BAZIE L, LUTOME%ZTS.

(1) reZ, 25V LICBIRT 3.

(2) wi=g7,us =g}, e=h"T; ZHETS.

(3) a=M(u1,uze) ZHETS.

(4) v=cd™ ZHET3.

(5) 71,712,710 € Z* BV HLICRIRT 3.

(6) A=ghgl?, B=gl", C=h'rg, ZHETS.

(7) B = H(g1,92,h,u1,u2,e,v,A,B,C,msg) Z&IT
3.
(8) 8 =7m +Pkiymodgq, 83 =72+ fkizmod q, 8, =
rr + fr mod g 2T 3.

(9) y)b"?’g% o = (ul,uz,e,v.A,B,C',sl,Sz,sf) %
WiTd 5.

BAENENE T REEA A BERNSHELTER .
ZOPE, BAENENHRERERDANICEITELES.
BLERIE

I —T2HA gk = (91,9 ficdhH) A
vkE—Y mg € {01}, I NVN—THH o =
(ul,ug,e,v, A,B,C,s;,sz, Sr) %Kj]t L. l;("FOﬂE’i*ﬁﬁ

(1) 8 = H(q,g3,h,u1,u2,e,v,A,B,C,msg) ZHTT
5.
(2) A=jf-Pghg, B=u %, C=ePhrg} I’k
DIEOMESHRRIEL, BOILTIE valid, RYILETHN
i invalid 24N T 5.

REERE

FN—T R gpk = (91,02, f,c,d b H), TI—TRBE
# gmsk = (a,6,21,72,91,¥2,2), Avt—Y msg e {0,1}",
FN—TB% o = (u1,u2,e,9, A, B,C,s1,82,8:) BANILL,
LTOREETS.
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(1) LBOBERERITY, R invalid 2o BEE
FEGIN—TBEHL LTIEGEL TREERTTS.
(2) a=H(u,uz,e) ZHETS.
(3) up ™oy tiee = o FEDILOHNESHERIEL,
—RLAGHERERNV—TEa L LTERL TUEZRT
T3,
(4) T =efui ZHEL, Ty = T X3 BHERENRE
Boa—¥ i 2EABLLTHATS.
4.3 BRAIXORLHE
FMCRIBEAROR LG ZWIHT 5.
CeHl 1] #/RIN—TBRARRS VH LS I NETNIC
HT DDH MEARBETHZ LW S RED T TEETHS.
(#8581 1) #®ARUS Correctness 2§D,
GER) BRAXDERIDESH,. B
(i 2] \BRARRBS VY ELAS I VEFCHBWT DDH
MEYEEETS S 205 HED T T Anonymity ZRD.
(REBBARr v F) 23RAKD Anonymity ZiEH T ELWRBERT
AR A" 2R LT DDH M2 T 2RO R THS
BR< i APOH 2T 5.

APPHADASI% (91,92, u1,u2) T 3.

GKg ZUFDLS ¥ 2b—1+935.

Ty, T2,y1,Y2,2 € Zq BSVHLIGBIRT 3.

o ig{l,...,n} BSUHLITHIRT 3.

¢ ki,ka€Z, S VHANCBRIRT B,

o f=ghughe Rty a,

o Ti=gt LT3,

o je{l,....n}\[{}CHLTT; e GRS VFLIZHIR

* c=gy'9s", d=g{'9}’, h=gf ZHHT 3.

® M % universal one-way hash family H»58iR9 5.

o JN—TLRHA%E gpk = (91,92, fc,d, b, H), A—Fi
DA I SHEER gskli] = (kir, ki2) T 5.

2—% j X9 B Corruption Query DISHFZLTDL ST
Yial—t+95.

o j=iDRPER gskli] = (ka, k) BEBL, THLSND
A—PIERENIBARTIS— L UTRTT 3.

A—4j, Av¥—Y msg DFZBERICHL, Signing Query
T 3EEEUTOLS Y I alb— T 5.

o BEEBENENMHOEE LML T; D Cramer-Shoup
FEEHERITS.

o JEREERRIMRIERADEMNES V¥ LA S 2V ERIRI LI
YIalb—YaryETS. Thid—BNAZFETH3ROEM
IXHT 3.

Challenger ZLATDXSICY T al—F¥ 3.

e be{0,1} ZSUELIGRIRTS.

o  BAFEFENHOBE DM E Cramer-Shoup BED
BRMEMALARICY T2 L— 35, [0 28R,

o JENENMENEEHDOISE S VA LA S YV EFRLE
YIal—varvEITS.

APPH i3 b = b DIBAIR 1 ZHAL, FRUNDBAIR 0%

AT 5.

ERDY I 2 lb—va i@ FhEELLITFDhTV S8,
i A°°M i3 DDH iz R TE RVHBTH. |
(588 3] BRARRS VT LA S I IVETFMTE TR
SN RETH S LS FED T T Traceability Z#D.
GEHAY 9 F) BRSO Traceability 2R TE XV EER
TRAH A 2R L THECIBRIEZRE T E LV ERT
HBM M A ZRRT 5.

APL NDANE (g, f) LT B.

GKg ZUFTD LSy Ial—+¥5.

e iec{l,...,n} BSVHLCHIRTS.

o ki kiz € 2, BT VELICERIRT 3.

o g2=(fgr" Ve kT B,

o Ti=gf LT3,

o je{l,...,n}\{i} KNLTT; € GEFVHLEBIR

® 7,%2,1,Y2,2 € Zq B UHLICRIRT B,

* c=g7'gr?, d=gl"g¥?, h=gf ZHHT 3.

e M % universal one-way hash family 5583 3.

L] 7)]/—7”Rl3¥lﬂ7é' gpk = (gl,gg,f, c,d,h, 7‘(). a4
DA U SHHER gokli] = (kit, kia) £T 5.

Signing Query & Corruption Query DIGE % Anonymity
O LERICY I 2L—FF 5.

rewind IL&K > T 2 DDRLZFA
o = (w1, u2,e,v,A,B,C,31,82,8;) &

o = (u},uh, ¢\ v, A", B',C', s}, 55, s.) %135,

B =M(g1,92,h,u1,us,e,v, A, B,C, msg),

B = M(g,92,h,ul,ub e, 0", A B ,C',msg) &L, ki =
(s1 = s1)/(B -8 ky = (s2-52)/(B-F) &TBL
f= gf"g:; TH5. %z, Traceability DEBLD (k1,k}) #
(it kiz) THBI go = g7 * 7Y Fa=k) e 375,
~(kir = k1)/(kia —k3) = v LT B L logy, f = kir + vhaa &
LT A% T E VR TR EERD OIS, |

4.4 BRAXOBHE

BERAROYGEEFET 37201, FAHOVFBELTHS
RSA FRAROBLEMOHBMZEMIC LTz L 2DfERD
IN—TBBARBLCREAROHAM B X UF— 2 E%%
5.

WROINV—TBLARXE U TRIERCHREEARELT
M5NTWV3 [CGo4] AR 5] DHEFARLHBT B, DA
&, ZhLBICHROIVWERE LTIELBREh TV
[ACITOO] AR (1) EHEL TE 26 LI L& TH D, )z,
full paper ICBIEEN TV A XS ICRBEREFMB LIS
I [3],(10] &L TEBATH B.

Y, HEROEBRSEDOEXARUTICELDS.

eigd 25RO IR & BRERBEWICHN B 728,
{HDEI IR L TR EREREUC LN 2B ik
T3.

NERFRMBOHBAE (HOY Y FB)? x XE{EHO
Ew b ICHBIT B8, Oy FENRUBSIR2EO
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BRI EHHOL v FEOBAIC T 3.

T, EORARSREF>TVW3IB8RPEARREE
(CRT) ZfRTE5ky), HEIIREBIFZAS LG
HIEN LT RSA modulus (n = pq, p,q: prime, p = q) DI
BT 1/4AD5 1/3BEICED. CTTRHERM1/41Ck3
LOLLTHRERZRNE 5.

EHlk, RERMNOMEMLEFIETH S Simultaneous
Multiple Exponentiation 2F|f 932 T[], of* DEDOMH
B3 maxi({e:}) = e; 2% g7 OHPL ABETRBATRET
H5.

BB A3BOELF2 U F4185 A—5F, [CGo4) HARDHE
RBNRGA—SZHALIBERBEWME TS, #RITA—-4
I& 2048bit ® RSA modulus #F[A L TW5 %, RSA Tid
AT 2048bit M RSA modulus ZF(HT 3. WEARXTHA
TEIRELER G IKDOVTIE Z,* LR 2 D%FIFT
%. Z,* Tid p % 2048bit DFREL, q & 224bit D p-1 2HH
YIZRBEe Lk E0MB q D Z,° OEFFHEZRETS. C
Dffi% FIPS186-3 O Draft [13) THLFHAETNTWAHTEHD,
2048bit D RSA modulus X FAREDLF 2 VT 41T A—4
LHnd3. HABRTHRCALEASOEF 2V F 415 A—
ATH5 224bit DFRBHSER S N2 HAIhREFIAT 3.

LUERERLES X T, RSA B&HAR, [CG04 FN—TF
2R, BRIIN—-TEEAROEZNBOHNRARLTF—4 8
ELUTOXRIELDS.

RSA [cGo4] | ®BEAR
Zpx lmm
BRERHTIRED 512 | 4180 1568
ARRIEHR®D @D | 2310 672
AZRE @3) 4096 | 4438 | 448 448
AT D 2048 | 16666 | 12288 | 2688
IN—THERE — 282 | 1568 | 1568
BHE 2048 | 12426 | 15008 | 3808
5. ¥ & &
ABFE T3 DDH MEic SV IcE# TNV — 7B A2 R
KL=

PRARIKHEDNE JOIN 7o), VRy—varvi
BEZ IR OAERICRBT T — 2 B0NEV. e, BEHFR
i DDH MBIc BT BAORANTNV—TREHNTHS.

SHOBEL U TRANONN T H - I A4FEGHE, JOIN
Faran, UVRy—-a ViR ERRRTHLNERD
hs.
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