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Abstract In the bidirectional broadcasting service via networks, provider authentication is necessary for secure
transmission of user’s personal information. If the broadcaster’s signing key is leaked, the third party that gets the
signing key can impersonate the broadcaster. We propose a strong key-insulated signature scheme which is based on
the signature scheme proposed by Abe and Okamoto. Our scheme is more efficient strong key-insulated signature
scheme than ever before, on signature size, key size, and computation cost. We show that our scheme is provably
secure under the assumption of the hardness of discrete logarithm problem.
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