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Abstract As a way of knowing host or behavior of malware on the network, we run malware in an isolated environment
that doesn't affect other systems and monitor the behavior, which is called dynamic analysis. It is relatively easy to realize and
get a certain level of results quickly, because there are many tools that record the access to the registry or files and capture the
network traffic. However, it is far from easy to analyze malware that work under specific conditions, such as malware that
change process depending on time and date or the day of the week, or work only when there are particular files. In this paper,
we consider the way of exploring required conditions of malware automatically, to reduce the analyzing time and to improve
the accuracy of the result of analysis using the dynamic analysis.
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v ¥ E— FCEFENTVWHHET . AHERFMEF
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2.3.CPU E A &R

CPUMRAREF v L, CPURTA FARBOR
CHEEZFS Lot yr—ARFE LB D, CPUHEAR
® O F =z v 7 I I, GetSystemTimes ,
NtQuerySystemInformation B &h 5.

24. AV AR—=RENTWET S T A

A VA=A ERTWER TS0 SF88F=v7L,
FTOERJCIVABERET D5 — 2B E26R5.
AVAP—AERTVETI YT ADOFELBBETS
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) Z74VOHFEEF =7

WiEC L BER 77 ANOFEEEMB TS LD,
FindFirstFile, SearchPath B{EA & h 5.

(2) DLL FEF = v 7

Wi ES DIL OFESHB T Dicl
LoadLibrary BB & 3.

(3) Y= EREEF = v

$—C2AOFELZTHRB TS EHICE,

GetSystemTime ,

OpenSCManager, OpenService, QueryServiceStatus,
CreateNamedPipe, CreatePipe B3 & 5.
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2.6. OS B 5L

Windows D=V a vrRur—nNiF=vr L, %
DRNBIZLVBRBERET Iy —ARELLNRS.

Windows D /3— ¥ 3 » ORI {2 1L GetVersionEx, o
=N DOBBIZIE GetLocalelnfo, GetUserDefaultLCID,
IsValidLocale 2 [+ 5.

27. X U — 7B S

BBRARRPOFRy bV — 2 ERRBRLE2F = v
JLTABEZRETEII—ABELOND. XY D
—7RBEEMBTIHFECRROLIZLORD S,

(1) Winsock /&

Winsock REHTREN Y I HE2MBT 272X,
WSAStartup 2 i fH3 5.

(2) 1% —%y PERRR

AV —Ry P~DESRBELMBT ST,
InternetGetConnectedState, InternetGetConnectedStateEx,
InternetAttemptConnect {35 .

(3) £FBW~D7 7 ARIE

HHERBA~DT7 7L ARBEBRBT D DITiT,
WNetOpenEnum, WNetEnumResource , NetShareEnum,
NetUseAdd 245
2.8, F— EHRRR

DNS % HTTP, FTP #— SRz KB NTERNE 5
PEFxy L RBESETISI—AREILRD.
TI2EATRHRY—ROMBEICL> THRBFENR2S
e, ROLI>EZRETS.

(1) DNS ¥ — "~ gk

DNS #— S EBRTENE I DL EERTIHILBHIE
X, DnsQuery, gethostbyname %M+ 3.

(2) HTTP/FTP % — R~ %

HTTP & FTP Y —/ICHEBTREN E S 02 RBT 5
7= ¥ iZ X, InternetConnect ,
URLDownloadToFile # £ 34 5.

(3) DNS/HTTP/FTP Y — /< LLok~ D HEft

DNS % HTTP, FTP #— LSk 4 — TR ik
MY PEHEBT S EHICE, socket, connect % {#H
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DCOM IZEiStaliEM ¥ D) PR BB L, LB /T
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RpcBindingFromStringBinding B f| B & 5.
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+5r—aRfFribnd. VALY OREFLER
1 572 ®IZ, RegOpenKeyEx, RegQueryValueEx, 7%
R&Eh3.
211. F Ry S E—RFTOBE

FRy V/EB—FTRITERTWENYIPEHMBEL,
NBEZFET DI —ANE2ZLND., ZhiE=10=
TRHRE*ERCT A 2LOOTF Iy s [TUoFTFRy
¥r7) DOLODFHETHD. TRy SE—FTH
TERTWENEIIDDEZRBIT HADIC L,
IsDebuggerPresent , CheckRemoteDebuggerPresent ,
NtQueryInformationProcess ,
GetExceptionCode % fI 3 5.

SetDebugPrivilege ,
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3.1, LB

CODE:00406501
CODE:00406507 mp
CODE:0040650B jnz
CODE:0040650D cmp

jz loc 4065EA
lebp+LCData], 0
short loc 406517
[ebp+Datal), 0

CODE: 00406511 jz loc_4065EA
CODE: 00406517 lea eax,
[ebp+LibFileName]

CODE:0040651D push eax
CODE:0040651E call lstrlen
CODE:00406523 mov ebx, eax
CODE:00406525 lea eax,
{ebp+LibFileName]

CODE:0040652B add ebx, eax
34. X bV —IRE

APl % | WSAStartup()

UPX0:004016B7 [call WSAStartup|

UPX0:004016BC oxr
UPX0:004016BE Hz

eax, oax|
short loc _4016C7|

UPX0:004016C0O push 0 H
uExitCode

UPX0:004016C2 call ExitProcess
3.5. x v hU— B RIB

APl % | InternetGetConnectedStateEx()

API % | GetTickCount()

MEW:00402FCB nov
MEW:00402FD1 kall
MEW:00402FD3 mov
MEW:00402FD6 leall
MEW:00402FD8 sub
MEW:00402FDB cmp
MEW:00402FEQ jnb

esi, GetTickCount
esi ; GetTickCount
[ebp-14h], eax

esi ; GetTickCount|
eax, [ebp-14h]
eax, OAFCBH]

short loc 403009

UPX0:00401B80 [call ]
EnternetGetConnectedStateEx]

UPX0:00401B86 [test eax, eax|
UPX0:00401B88 nz short loc 401BA3
UPX0:00401B8A push 80h
UPX0:00401B8F push offset

aNotConnected ; "not connected"

32.AVARP—=NENTWRT ST 74NV

API £ | LoadLibrary()

UPX0:00401887 [call
UPX0:0040188C mov
UPX0:0040188E or
UPX0:00401890 jz
UPX0:00401896 push
alnternetgetcon ;
"InternetGetConnectedStateEx"

LoadLibrazya|
esi, eax

esi, esi

loc 40192q
offset

UPX0:00401898B push esi ;
hModule
UPX0:0040188C call GetProcAddress

3.3. 0S B

API %4 | GetLocalelnfo()

CODE:004064F3 |call
CODE:004064F8 Xxor
CODE:004064FA cmp
{ebp+LibFileName), 0

GetLocaleInfoA)
esi, esi

UPX0:00401B9%4 lea ecx, [ebp+var_ 98]
UPX0:00401B%A push ecx
UPX0:00401B9B call sub_40BAF0
UPX0:00401BA0 add esp, 0OCh

3.6. F— S EHRIB

API £ | connect()

UPX0:0040202A call socket
UPX0:0040202F mov ebx, eax
UPX0:00402031 mov edi, [ebp+var_8]

UPX0:00402034 mov
UPX0:0040203B
namelen

UPX0:0040203D lea

s(edi*d), ebx
push 10h i

eax, [ebp+var_174]

UPX0:00402043 push eax ;
name

UPX0:00402044 push ebx ;s
UPX0:00402045 [call connect|

UPX0:0040204A mov
eax

UPX0:00402050 cmp
UPX0:00402053 Jnz

[ebp+Threadid],

eax, OFFFFFFFFh|
short loc_ 402063

UPX0:00402055 push ebx P
UPX0:00402056 call closesocket
UPX0:0040205B push 7D0h ;
dwMilliseconds

UPX0:00402060 call Sleep

UPX0:00402065 jmp loc_402128
UPX0:0040206A lea eax, [ebp+name)
UPX0:00402070 push eax
UPX0:00402071 push offset
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| a2ConnectedToS ; "connected to %s."
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