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Proposal for the quantitative method of searching characteristics of node
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Abstract Information about the network worms, such as how they exploit vulnerabilities, infection symptoms, how to
remove them, is widely published, but "worm propagation characteristics” - how they behave on the networks to cause
infection - are hardly provided. Among other characteristics, the way a worm looks for potential targets is especially beneficial
in estimating the infection rate and range. It would also help network managers in implementing countermeasures to protect
their network and the Internet itself, but the information needed is not sufficiently available. On the technical side, quantifying

the characteristics is a key task to make a comparison with the past worms or develop a detection technique using the
target-searching characteristics. In this paper, we present a method to quantify periodic patterns the worms exhibit when
looking for the targets, and the range and randomness of IP addresses they target. Furthermore, we show the effectiveness of
our approach through worm categorization and comparison based on the quantified target-searching characteristics of the

worms.
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#s2 /- FREGEOHBE

SQLSlammer CodeRed3
Cr G Cs G [ Cr Cy Cs Cp |
Nimda.E 0.62 0.86 -0.44 - 0.35 0.86 0.98 0.99 - 0.94
SQLSlammer 0.86 0.94 -0.52 -0.22 0.26
MSBIlaster Sasser.B
Cn Cv C G u Cr Cy Cs G u
Nimda.E 0.04 0.53 0.98 - 0.51 0.86 0.99 0.68 - 0.84
SQLSlammer | 0.04 0.45 -0.63 -0.98 -0.28 0.86 0.91 -0.92 -0.99 -0.03
CodeRed3 0.46 0.46 0.98 0.07 0.49 1.00 1.00 0.77 0.23 0.75
MSBlaster 0.40 0.50 0.82 0.99 0.67
Zotob Sasser.C
Cr Cy Cs Cp [ Cr Cy Cs Co H
Nimda.E 0.05 0.85 0.71 - 0.53 0.88 0.99 0.87 - 0.91
SQLSlammer | 0.05 0.47 -0.40 -0.98 -0.21 0.88 0.92 -0.70 | -0.98 0.03
CodeRed3 0.47 0.75 0.61 0.07 0.48 0.99 1.00 0.94 0.34 0.82
MSBlaster 1.00 0.29 0.71 1.00 0.75 0.35 0.51 0.93 0.96 0.69
Sasser.B 0.42 0.78 0.37 0.99 0.64 1.00 1.00 0.92 0.99 0.98
Zotob 0.37 0.78 0.42 0.96 0.63
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