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Abstract In this paper, we propose a new user authentication method based on statistical analysis of keystrokes.
First of all, we measure the time a key pressed and the time a key released, and compute the feature of keystrokes
using digraph (typing keys of two successive letters). Next, we sort the typing samples of the digraphs by their
duration, and compare the sorted samples with the profile data collected in advance by using kendall tau rank
correlation coefficient. We have performed experiments by this method and have attained good results.
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e OrM{FAR) —m
80 | < 680
80 - 60
i
40 F 4 40
r 4 20
..... -y
0300 200 100 500

number of input characters

X5 a1—VBIERBRER
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4.4 *# ®”

EBESERWE-YRIETHE, #7480, AR 50
XFO L EFITIE FRR A 12.00%, FAR A 8.80% & SBAEHIBLIC
@RS o 7ht, AKTEENMIMNS Sl OhBiERE S L
U, AJISCEE 300 XFOD L Zicik FRR A 2.00%, FAR A
0.44% L BiF xRS BL N,

JEERE AV A—FRBEETE, ®10 kD, ASIXER
M 50 XFD L 2I2i3 FRR A 13.85%, FAR M 15.80% & B8
MEICHEN Do e, ERERAWBE LR, AhXE
#h 300 XFDL ik FRR M 4.62%, FARD 5.64%& 7% H
AFILREA 50 RFED L &I TR E KiBlic s
BTENTERE.

BOTUT CRESEOBH-IC OV T E I Bl E 5y
175.

o JEEELTICHET BHER

F—Xu—SEFAL B L OEEFETI, B
A8 80ERII BRI AW BE0ERICHATXER
BEL7h, BRFETEES &b, KEREIEh o0k
L TREFROFNESERTER.

Ric, BRXELIERMNDOTOT 7 AT —ZDBNIZDN
T#Z 3. BHXOT 077 ANF—HiiE, ANF—420%
TOTHENTENTHSY, TORBEHBRT T ENTES.
7z, BRLTWS D; DY s 4 B EDF—5D
EEHHETH D, EERXOT T 7 ANTF—RICHARB L {ER
EHENEEXENS. DOFD, TuTrANTF—EHNESL
DZHPTF—S2FRFL, hOBSLOF—2DREHELLT
FOF—FOEHEEERNLERZC LA TENSE, iR
FAL I 2 —VBIRC BT O EREFIRL HRE LIEIER
HEUBREBBIULNTERLEXIDBNS.

o ANTEMICHTZER

SEIDRERTIE 300, 200, 100, 50 XEL ASTNFEHELEE
U THRBRIT- N, COBRIMLXFRZANTIES, bk
1573 OFHATTIEERAEERAT S LAAETH B L
Exbh3. D%b, COFEEFETIC LICLDREEH
FL LBV a— 2 DR OBEYHOBEREMIET BT LA
AfElck s EX6h3.

o BRFEOMAEGOUAHICHTHER

EEZHWEBED ord FERZ TEIIL BRI, #5
& D AFICFEAL 300 XFD L 21 FAR A 2.00%, FRR A
0.44% & BYFsERMBONE. ¥R THFOUNAFREE
TBRCLICKD, R6DHD FRROHEBEITHC LN TER.
¥ie, COFEICKIOEL FARZ, X56IT abs Fike#
HEDVBHILICK D, ord FEEMOEREIFEETD S
KEETHRBT I LHNTESR,

Hic, JEEBISE AWERAD ord FEREG THEAIL 24
&, ] 8 XD ASIXXFHA 300 3L TE FRR A 15.38% T
Holht, “HPOURAEZEET I Lickb, F9oDiED
FRR OB#BEITS TN TER. $k, COFRICIDOEE
L7z FAR X, E5ic abs FEEEAADEZC LICED,
BNERAWERAR, ord FEEMOERLIFIFEDLAN

KETHB/I AT LN TE.

o BERFHELOEICHET 5%

TR [8], [13] ¥ THRESh TV B RERFHETIL, FRR, FRA
FHITH 10% OR/FEMEBEN TS, ZhCHL R TIE, FRR
7 4.62%, FARD 5.64% LW I REENMBoNE. TO& ST
WKL RBL BB L Tk, 1-FORBL L THRE
ETEICANENS abs FHECMA T, F—Xba—7DEE
ONERITHRE VW 5 abs Fikkid A% { B 2Bz AV
EhoTHBLEZDNS. £111, JEERCHL BER
p+20 EUT abs FERI THHILBRTHS. 2 D0FHE
EEBEORIERTH S 10 L HBIL T FRR OHENE
L s, ZMOFENFUDTHELEXLNS.

# 11 abs FiEOBAKR (JEEIX)
A 300 200 100 50
AR 55 54 52 52
AR 10 11 13 13

FRR 12.31% | 16.92% | 24.62% | 33.85%
MARTANE| 38 84 84 116
AT 742 696 696 564
FAR 4.49% | 5.51% | 6.15% | 10.38%

o ESABEETY AT INOIBHICEY 5%

SHROBEL LT, #MRNRERES X7 L E2RETSIBS,
Ta7r ANT—2OBHAEZHENEZENS. HIXIE, 7
U7 7 ANVTF—2OBEHFEARD IV 2 —2 ORI X DT
EbEWEE, 2—FOF— L2 FEROm LREOEL
ENETER RIS HERSS. PBABOIYE 1 —
ZDERIC LY TOT 7 A NF—22BHLEBE, RE2—
FTORMERICED, 7u7r A NVF—a BEHioh Tl
ES5LVSEENDS.

e, F—R-FBREC K D ERSh 3BT AEEREI T
B, BERPTOSSIVIRERLBESXTENAS
ENISFEOI—VEEREIC B TLERETE S RENS
3rEILNS.

5. & ¥ U

FHCR, I—VOBEREARCEI B F—Ibo—2EFH
AL 8N e 1 — VBT R TH 5, JEER2RIAL
R AC ORI EAREE TR 5 FEERRLE.

Xle, THFO D; DERZFFETER, ZOXCAHIKEET
T iicdb, ERMATIRELD oS ABAOMHICEL
THRBTHILENTERE. Fi:, od FETEBUEF—5%2
abs FETHIO T IC &> T, BIERBEDEY - /=R 530
ZRWEI—YERCBTERBA M EL T, TOR, I
FBETE ANXFEH 300 XEBREHIUE, FRR D 4.62%,
MAIETED 5.64% LD, BMREZOBDUESRETE .

SEDFERTR, F—XAEVTR2ITIRBEDL~VICHE
s  HERREL 200, XM D& S F—2 /8 F%
TOWREDL NI EHDETHREEZRETWE S IC L
A FHEIC B EX BN B. ¥, SERRUIEFETIR
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BEBTHHOBEROMILZ BN Licics, BT 521—F% 10
ABHEL U THBERB kol MOBMICIEAT 30
b, SHESIKEAREHEL HRERRETE 5 DENS S
LEZLHNB.

SHBOWEAL LTIz, SEDIRTRASILFROBWMIC &
b, FARICBWTAIEAHEDETARLNI, fDF5H
OEFEEELIHBEDREBZT LI XD, FAR 2HWY 32
ENHBLEXAOND. ¥z, BAROKCBUBATSCL
T, AUCHFCLREZ HFLEABI LN TESLER
5h3%.

5, OFAVHOF—F—FREEY TR, TIRK
FL PR THET AT LI K > TF—FR—RHIFEMfbEVT
V¥ a—AOERCOVWTE -V RIENAEC RS EEX D
h3.

] &

FEARRRII A T PHIRNOBARKELL, WREELT
EREHHERHSELE. TTRDNSDBBMOREERL
7.

b4 .
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