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Abstract We are considering and proposing a shared attribute certification scheme with the aim of achieving user’s privacy protection,
in which authorities distribute and manage the user’s privacy information by secret sharing scheme. In previous studies, we defined the
notions of, as functions of the scheme, preventing illegal use of service and protecting the user’s privacy . And we showed that can

construct the scheme which has the two functions by combining some generic security techniques such as encryption schemes and digital

signature schemes. In this paper, we propose the scheme which is more convenient and secure for user than the previous one.
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as(Fa,Fa)_t= a(Fa,Fa)_t+(r,’-r )i (mod u)

T, (HORIECAETDIRLE, ~y ¥

2RO RBEREEIZEY r’=r L 2D5DT, r'=r,

ar(Fa,Fa)_t=a,(Fa,Fa)_t (mod u) L 72V , AXEIZ 7
BV,
LR oT, FalZAENTE RV,
(a-2) SAC' BRI HFEEIN DI BE

User X X4 L 7= SAC,’# Service Point Y'{Zi%
5. FatYiebif, B{LHFXD IND-CCA ££
HZXY, UserXBER LK g, ¥, r, AR
D AAC BAFTERWIED, Fa IERHEHO
SAC/EBAFETES. LhL, "y vafingE
dB+HRENVZEIZEYD, AAC'H SAC/'RIED
(I YD)k BT > EDIICLER
H[q'1®Y'=H[q)®Y & H[ry’1=H[r )% REFIZHG7= 3
SAC'Z# AFT& RV,

Fa=Y'%2 6 1f, Fa X% %2 ¢, r"2@RLT,
User X # At LT SAC2AFETE 5. LHaL, »
vy BMEBEOWERBEEICL Y, SAC’H SAC,
BEOC(OI)YRA®BT S Iz & BER
H(q’|®Fa=H[q}®Y 2i7=¥ ¢ ROF B LN
TERW.LEN ST, Fall SACR AR TE T,
BETER,

@NSAC B RA|ENBHE

F4 P NBAFADO EUF-CMA Z&%IZLY,
Fa i3 SACRIE(I)EE#HT DL 57 SAC R 4
RTERVOT, BETELRL,
PBEozthb, 3 BECRLESEBHRBIESX

OWRENITBEEBEE .
EHE 4. 3. (R0 TELEEY):3ETCRLESER
HRBEFRNOHRAXZVTELEBEEEZK.
(3E#)Service Point ¥ IZx L TRV FTELIIHIITD
WEE Fb #HET 5. Service Point ¥ 3K ID TH
5 g% Fb TIIAR VW User XIZRITLIL L&, FhiT @
=0 (Q = Hlql®NZ LN Pa() L RS BEET
T AACE®RTT S,
(b-DSAC,' B(DICRFEE B4

User X X, QIcxtis 4% AAC % Service Point ¥
%%, Fb I3 {LF XD IND-CCA B2#EIL X
D g M ERBIERTERN. ¥k, Ny ¥a
MEOMERBM,L Ny V2 flORE S dN+HK
FWVWZliTLY, FRINEYU R SACZAEMRLTY
EIDICLER Q, 2RI LBTERN.
L7ad o C,FbiE SAC 2 AFET H &N TET,
ROFELTERW.

(b-2)SAC/ BB En 28B4

(a-2) & Rz, MS{LHFRD IND-CCA B2k
by Vo MBREHERBEROA Ay ValloRE
dB+HRENVIELIZEY, FbiL SACPEZAFT
Ehv, LEadoT, /YT ELTERN.

(b-3) SAC, RN FEEN DB E
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@NEFRKICT + PNV BRHF XD EUF-CMA
ERMEICLY, SACRIE(INIZERT I LI &
SAC/24ARTERVWDOT, YT ELTEARWY,
REDZ Ehb, 3 BECARLAEGBBERIENX

OMBFII2YTE LREBEEZH.

EHE 4. 4. [VY—UCAFREMABLEEE): 3 ETRL
EaBBERESANBEREEL 2T ELIE
BHELELE LT, Y~ XREAMAILEEREEZE-.

(iEH1) BT 5.

LEMND, 3 BTHRLESKBRMEBIESXOHR
Pl A EFAREEEH>. Lo T, #2841,
EHE 4, 02, EHM4 3 XD, 3RTCRLAESKRM
RIFXOAEGIIRERELZ .

4.2. T4V R
I MTCTRLEBRACBT I HRBHBESANRT

FANVRBHEEZROZILEETT.

EHE 4. 5. [BIEAMATEEBME): 3 ETCRLAMRAIK
BT MRS R LB T B .

(EBNIJWCARLAEDBBMRESFRICBWT, Fe it
B YE User o BT, AAC & User o i, iE
ALy —CRAOBMFTOZEREFRLEITO>Z &
BELWI L EFRT.

(c-1)B4% & User @ 938 {F 1

Fc % Shared Attribute Authority SAA, 2 H AF L k&
A OFENBE (X, alX), 1), G=g™ mod v}| j=1,
2, v, I} LU REBER, BMHKA AAC %
AAC’={Q", P(a, (X, i), R’=H[r’], Ry’=Gyg'" mod
viIET D, (2, n)BE I XM L BB
B &£ B, Fcld Shared Attribute Authority SAA; D
BMBRET N LW, aX)_n0MEMd ERTER
VW (t€{l,',L}). Fc »% Shared Attribute Authority
SAADBFAMNMMBL AACEHAL TW, aX)_% M
Sl 2o, MEANEMBELE Ay Va2 BEOHER
WML 1, R EMBILBTELVOT, KD
ThHAY XLZ2RTTEHILIZL>TXERS.

Stepl FERLTWARWEEZ HITANT . (=

NIZXERSFHIEBNTERW. LENRST, Fe
MEBMEL User DBIERM T 2T 5 2 LIETE V.
(c-2)AAC & User @@L {+ i3

Fe MERLTWARY 2 2OEL KREIEH T AAC
L AACHE TR ENQ, P@a(X), R, R), (O
P(ar(X), Ry, ROCHIETHLE, X=XTHDH»
THEHETEDZILICHY T H(Q*Q', R/#R,
Ry#Ry, r¥#r). RI2DELRBMEIEY #F AAC, AAC’
MEL User XORBHER 1 IS T2 REETTRS
X, AACX2 M35 SAC, IR r VT a)_t 2%
MUK a (X, )_r %, AACLHIRT B SACIZ »
ERVWT ot 2 EBR LA o (X, Dt 2L (2
{l,.... L}). Fc » AAC & User OB {} 2R
T353R0, ROKXBRYIZSZLEBBTHL
LT, alX, it & a-(X, )t BT B HE a(x,
DAL BOND I LBFND.

a,(X,i)_t-a,.(X,i)_t=ri-r'i(modu)
=(r-r")i(modu)

LA L r, r’id Service Point ¥ & Shared Attribute
Authority SAA;, BAER L -H B AEKTIRATH
Y, Shared Attribute Authority SAA, I3EEEF R 2 Vv
L2BRVWDOT, FeidABRY LonTEh 2 HETEL
W, L7 o T, Feld AAC & User DBl f 28 ¢
RN
(c-3)TEM M & ¥ — v R o M i

FeRERLTWRW2ODHHEARESR B IEIENR
#F AAC & AAC'IZDW T, AAC A Service Point ¥ |2
# K L, AAC') Service Point PIZ AT 5 & &, Fe
BY=rTharEreHETE I LicHYTS.
772U, O=Hlql®Y, Q'=H[g’l®Y'Thb, q, ¢'IX
£ € User X A% Service Point ¥, Service Point Y’
PORTWM-K ID THha. BRIZELBMITH
T AAC, AACREREhEENSB SAC, SAC’H
[ U Service Point IZX ST 542 61, EhEhhig
Q0 ORROEMEEHET.

Y=Y (Q=H[q]l®Y, Q’=H[g'l®Y")

7L, neZ) LaL, Fcid q, ¢%RbRnWich Yy & HE
Step2 Rz=('y',~g’2 mod v A Ry L B/p 5B & & Stepl Iz TERL.

R5. ULbhrd, 3 ECRLEMRAKCES TS S8AMN
Step3 j=1 BAEF A LB T REE 2 .
Stepd  r={a.(X’, i)-a(X;, i)}/i modu EHE 4. 6 [T REHER] 3 TR LUHAR

Step5 EEHRLTWAWHEE ricANTS. B4
BzEy PUATOMEZELETHEHRKb-SH

BlickiT 2R BH4RIEF XXM AN %
W, 774 R RHEErE.

Jj+l E LT Stepd I2FED. (7L, ri+r (FEB) E# 2. 2. Xy, ME{HTREEZES N

= r(mod u))
Step6 Ri=H[n]D R'&E RI2D & & StepSIZES.
Step7 r'=r, X=X, 2T 5.
u, 2 B+HFREVWILIZEY, Fe B REFM
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5. ok
TRETONEL LT, BITRRL S KEEEE
FRETOMRALAFRELFE, AETRLES]

BEBESFKL TOMBALFHIREREILICTS.

AT, BATHS User DFIEHEZHE L F=
UF 4 EHRABRIZSVT, FEHFR BT S.
5.1. BFAROHEE

XRBITRE L BRERIES T, (Ln)REZ
AR EHAVWTEDY, User Assistant B3 BB &
HHELARWI®, User Assistant #3 & {8 @ Shared
Attribute Authority ICER LT b o= BMETEN
Ha b Lt AACEAEMT 5. SAC, & AACOIB % K
R T. BHFRO rid k-1 HOEABEINTHY, a(X,)
it aX,nE r ERAVWTERLEBETHD. £, 7
g ERT. BFROBELZR 47T

SAC, ={Q.a,(X.,i),R}

AAC={Q.(SAC,‘ ]a, e{l,2,....k},j=12,...,k)}

(L, j2jDEEa #a,)

0=HlglN

n{@

Shared Attribute

Credential (SAC) *®

Al
SAC £ REIR

Credential (AAC)
4 BHRXOEE
5.2, %2742V T

BHFX T, EAK A AAC’ & Shared Attribute
Authority SAA, OFEMHORFEHVWEREL SN
LTWwWdol. £DO7k¥, Shared Attribute Authority
SAA, O BERNENS —2TOr 2 EKELREMMDT
WitIE, AACE AR LIz User 2B ET LA TE
.

HHATH, r¥EHELTH UserzMESRABZWVEX
31, rE RSBl ThELR, RREAVT
BE+TA-LiCLE. LEER-T, 4 BTRLELB
D, BFRLEBLTIIZL OMBERF>LHRE
TH B L User BT IT 23T & Z2b,

¥, BFRXTRA Ay yaBEoMEELT, ¥ A
yEv bDEE, 2001 Ay valihbERELOA
HEQOTHy Ey FHEELOMEPZHETE RV E
WOMERLEThHo7M, HHFXTRIOEEEY
T LWy REEHK). &6, HHFNTR User ©
FIEEE BB LR, UAOMN SACy B ERT 548,

.22

RETEMESBRIXOBEEAVDIZ LIZE-T,
HHERXERBEIC UANDEL EZHRDB DD SACy DHE
T UANDRBHETCE L SicLk.

UEDS, FFRXBBFRICHSR, £V UserDt X*
2YF A TTARVEFELRBLTHDILENZS.
53. A RIZOVT

BERTR, k, HRBELSBERFXEZRALTINWEE
#, User Assistant iX SAC,ERRER 7 = — X L AAC A
7 x—XlesWnT, B3k, 85, FLRIEEERN
AEITOXLBETHY, T, AEN - 2ERTILE
Thot. HHATIE, SACGHE1>THBHDT, User
Assistant DR BEOH AN 1 BEF-OTHE AR, ABEER
FTHELBELRW, —F T, SACk24ERTHEDHOMHA
NYMAEHN, BEERTILERRVOT, HEEMN
Bpip THEte, LEN-T, HEFX LB L T User
Assistant B AATAHIHAREZER T H LB TES.
oL, BWHKREZHABACRRAOL DMK
% User Assistant ¢ LTHER T3 L NRTED L %
ALTWS.

6. E¢ ¥

2—HFOFFTA RN RBEERLTRBLESK
BERESRICS>VWT, 2a—FHloEFal)FTs -7
FARVEHRARTHOVWTHESZL, 2a—FitLoTX
VFIEHOBVOBRBREBEFREZRBLE. £,
BEEEMEObL e, — BB EX2V T A HINER
WTHIRCESZ LERLE.
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