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Abstract This research divides key logger into three types: message-steal type, memory-monitor type, and

embedded type at the standpoint of how key logger records information. This paper mainly focus on the

invalidation technique against message-steal type which is implemented on user-mode. Concretely, a filter

driver is used to bypass the area at which the key logger can work. From the experimental results, it is shown

that the technique proposed here is effective against message-steal type key logger.
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