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An Implementation of an Anonymous IEEE802.1X Authentication
with User Revocation Reducing Mobile Host’s Load
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and NOBUO FUNABIKIt

The IEEE802.1X authentication has been used well as an authentication protocol in the
Access Point for the Internet connection. There is a problem that mobile host’s privacy
information can be leaked to the Internet service provider in this protocol. To solve this prob-
lem, we have proposed and implemented an anonymous authentication with user revocation
using the group signature. However, there is a problem of this method that mobile host’s
load increases in proportion to the number of moblie hosts in the system. In this paper, an
anonymous IEEE802.1X authentication with a user revocation reducing mobile host’s load is
implemented by using a pairing-based group signature with verifier-local revocation, and the
authentication time is evaluated.
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