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In today’s Internet, secureOSes are widely used to prevent unauthorized access to servers. In secure OSes,
however, describing security policies properly is hard and quite a challenge for administrators. Considering
that remote attackers can never attack against servers which do not establish connections to them, this paper
shows a scheme that exploits phases in execution to simplify security policy descriptions. We definc an inital-
ization phase before servers establish connections to their clients and a protocol processing phase after servers
complete establishing connections. Access control is enforced only in a protocol processing phase. Therefore,
we can eliminate a policy description until servers estabish connections. We describe security policies for three
kinds of Internet servers (HT TP, SMTP, POP) and demonstrate that olur scheme can simplify security policy
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descriptions.
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