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A Random Key Pre-distribution Scheme with Divided Key Management

KAoRI ISEt and KOKI ABE!

g-composite Random Key Pre-distribution (gRKP), a countermeasure for ad-hoc network,
distributes keys (key ring) taken from a unique key set (key pool) to each node. In gRKP,
there is a chance that a key obtained from a compromised node can be used for tampering
other secret links. In this paper, we propose a scheme based on gRKP. The scheme improves
the security of ad-hoc network by dividing the node set into groups to each of which keys are
pre-distributed from a disjoint key subset. Within each group of nodes connecting nodes are
prepared for ensuring connection between nodes belonging to different groups. We conducted
experiments to simulate attacks against two versions of the proposed scheme with different
size of connecting nodes. The results revealed that the probability of eavesdropping on our
proposed method is smaller than on the traditional gRKP method. It was also found that the
lager is the number of divided groups, the smaller is the probability of eavesdropping.
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Fig.1 Proposed method.
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