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A Method of Detection and Excluding Disapproval Connection on
Authentication Network by Centraized Control of ARP Table
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IEEE802.1X that is one of the network authentication methods in LAN is achieved by the
authentication switch and the authentication server, and an illegal connected prevention from
the unpermission teminal is expected. However, There is actually danger that the unpermis-
sion terminal invades LAN by the changing a physical network equipment. In this paper,
we propose the system that detects and excludes an illegal terminal by understanding the
user authorization state on the IEEE802.1X and managing an effective MAC address on the
network, and managing the ARP table of the client.
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