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Implementation of Cryptographic Token using Virtual Machine

Yukio Tsuruoka

Yoshinao Kikuchi

NTT Information Sharing Platform Laboratories

Abstract:

this paper proposes a virtual machine based construction of cryptographic token for PC

clients, and shows the result of its implementation. The implementation involves two separate virtual
machines for each application program and cryptographic token module in order to separate these two
execution environments to protect against malwares. This virtual machine based implementation of
cryptographic token is more secure than application-level software implementations, and can be
realized with low cost than hardware implementations.
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