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In this paper, we show dangerousness of unnoticed entry classes in Java Plug-in / Web
Start. Unnoticed entry classes mean classes which are executable as applets or applications
but unnoticed by developers. Such classes are likely to cause serious security breaches
because usually they are not fortified at all. We discovered some vulnerable entry classes in
Java Plug-in / Web Start implementations. Unnoticed entry classes may exist in various
environments and there is a pressing need to deal with this issue. In this paper, we describe

its threats and countermeasures.
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