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Development of a Source Code Diagnosis Tool for Detection
of Web Application Vulnerability
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Abstract: The application of source code diagnosis tools is one of the techniques to detect
Web application vulnerability with respect to the security. However, there are few
conventional tools specialized to the security of Web applications. Since most of the tools
use the technique of either a pattern matching or a syntax analysis, there is a problem that
vulnerability which the tools can detect with high precision is limited to major vulnerability
such as SQL injection. Especially, detecting race condition vulnerability with high precision
is important because it is difficult to detect it in black-box tests. We have developed a tool
which detects vulnerability with respect to the security of Web application implemented
with Java language. As for the detection of the race condition vulnerability, we have
realized it with high precision by introducing a bytecode analysis and an original operand
stack.
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