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Abstract VMM (Virtual Machine Monitor) provide a more fine grained external observability of virutal
machine compared with previous operating system and debug tool inside operating system. In this paper
we propose an enhancement of snapshot of VMM for detecting code injection attacks. In code injection
attacks, attacker inserts arbitrary byte which causes bad effects and result for target system. For detecting
code injection attacks, it is hard to apply singnature matching. Instead, behavior based detection such
ag proactive is applied. In propsed system, notification routine for VMM is inserted to API hool module
in virtualized host OS. By doing this, we can take a snapshot of part of memory attacked {infected) just
when code injection is occurred.
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