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Abstract Most attacks on the WEP protocol proposed in the past recover the key using ARP packets
and can be detected by an IDS. In this paper, we proposed the key recovery attack on the WEP protocol
using IP packets. Our attack recovers the 104-bit key with a probability of 0.5 when 30,000 IP packets
are given and cannot be detected by an IDS.
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