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Active DoS attack measures by bandwidth control.
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Abstract This study highlights the DoS attacks which send excessive amounts of data to uploading servers,

that is, congestion-type DoS attacks. In most cases, the uploading services use TCP on the transport layer.

TCP has a function to manage the congestion. This study focuses the control function of TCP and proposes a

method(measures) against the congestion-type DoS attacks, where the server intentionally executes the flow

control and promotes congestion control of corresponding clients, and then distinguishes source of the attacks

by monitoring the response of clients, and further allocates prioritized bandwidth to related TCP connections.
The study simulates the proposed method and demonstrates its effectiveness.
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