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Yet another mobility support for the Internet

SHIN MIYAKAWA,!tt SATOSHI ONO,!'* TAKURO KUBO 1t
KAzUuyUukl TERAO t and KATSUYUKI HASEBE"

In this paper, we describe a new way of mobility support for the Internet and Intranet
called “Unified Access™ ”.. Different from other similar proposed technologies like mobile
IPl), our scheme is more easy to use, secure, and have the full backward compatxblhty with

existing equipment which is already used.

1. Introduction

Today, there is no need to say more about
the importance of the Internet. Also the de-
velopment of the telecommunication media has
become rapidly day by day so that we can use
higher bandwidth communication lines at less
expensive costs than before and we could not
find ourselves without mobile communication
systems such as cellar phones, wireless LANs,
etc.

Consequently it is very natural that many
people now wants to use the Internet and so
called Intranet applications on various media.
But if using standard Internet technologies, we
still need to change settings of the operating
systems of the terminal computer and/or pause
the connection between it and servers to replace
the communication media. In other words, mo-
bile computing still is not fully compatible or
not friendly with existing Internet. To satisfy
these kinds of demand many researchers and
developers have made many attempts in this
decade.

Among them it seems that Mobile IP1):?)is
the likely winner of this race and L2TP tech-
nology®) also suggests some clues to solve this
kind of problem. However, we can still see some
defects in these solutions.

Thus, in this paper, at first we summarize
existing schemes, especially these two protocols
and note their weaknesses. Then we will de-
scribe our new solution called Unified Access™
in the next section which is followed by discus-
sion, future work and the conclusion.

t NTT Multimedia Communications Laboratories,
Palo Alto, CA, USA
tt NTT Software Laboratories, Tokyo, Japan
tt1 NTT System Service Department, Tokyo, Japan

2. Analysis of existing schemes

Although there are so many proposals to sup-
port mobility for the Internet, we could clas-
sify these schemes into two kinds of categories
shown as below according to our survey.

(1) new layer 3 protocol which supports mo-
bility
ex: Mobile IP, VIPY,

(2) VLAN (Virtual LAN)
ex: L2TP, ATM LAN Emulation®

‘We will pick up one representative scheme for
each category namely Mobile IP as the former
example and L2TP as the later, and summarize
the characteristics of each category.

2.1 Mobile IP

Mobile IP, or just “mobility support for the
Internet” as the standard of IETF efforts, is
the protocol which enables a mobile terminal
to communicate with other hosts in the Inter-
net. By using this scheme, even if it is mov-
ing around but connecting with the Internet, it
could communicate with other hosts.
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Fig. 1 Mobile IP

Mobile IP consists of four entities, mobile
host(MH), home agent (HA), foreign agent
(FA) and usual IP host, which are all connected
with the global Internet (Fig.1). In this set-
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tings, a MH has two addresses. One is the
“care-of address” which is assigned by subnet B
temporally and other is the fixed address which
belongs to the subnet A permanently.

Communications between the IP host and the
MI could be described as below. First, when
the MH arrives at subnet B, it request a care-of
address to subnet B (typically, it is provided by
DHCP server, but there are many other pos-
sibilities). Then, it communicate with the FA
to ask to establish an IP tunnel connection be-
tween that FA and its own HA. After this, a
packet bound for the MH from an IP host is
sent to subnet A according to the routing sys-
tem of the global Internet. At the subnet A,
instead of the MH, the HA receives that packet
then resent to the FA through the tunnel and
the FA delivers that packet to the MH. The case
when packets travel from the MH to the IP host
are different. The MH sends a packet to the FA
which directly send to the IP host as a normal
IP packet.

“This mobile IP might looks simple and effi-
cient way to realize the goal (supporting the
mobile computing in the Internet world). But
unfortunately we could see some numbers of de-
fects of this scheme in the current Internet sit-
uation.

(1) necessity of a new protocol stack within
the terminal’s OS
For the sake of communication between a
FA and a MH, it is required to introduce
a new protocol stack within the termi-
nal's OS, because of using two addresses
at the same time. However, ordinary
people do not like to change there termi-
nal operating systems’ software settings.
(For example, a story is found in an arti-
cle®) which says at the point of Januvary
1997, 51 percent of U.S. PCs are still run-
ning Windows 3.1 or 3.0, while 41 percent
are running Windows 95.) This fact in-
dicates that it is hard to let end-users
install new protocol stack module or new
version of OS, more over it is almost im-
possible to upgrade operating systems of
PDAs which has protocol stacks inside its
ROMs

(2) mnot compatible with private (so called
net-10) IP addresses and a firewall with
NAT
It is easy to see the fact that Mobile
IP is not compatible with private IP ad-
dresses and NAT(network address trans-

lator)”) Now, some efforts are under way,
but basically, or in other words, PHILO-
SOPHICALLY, Mobile IP is against the
concept of firewalls especially with NAT
functions **.

Also it might be needed to modify or re-
compile application programs running on the
terminal computers in some case.™?

In short, Mobile IP is not “backward compat-
ible” with the existing Internet i.e. it is doubt-
ful that mobile IP could be popular among the
public, non-technical or ordinary end-users in
the practical point of view.

2.2 L2TP

Purpose of the L2TP (Layer 2 Tunnelling
Protocol®)) is creating new advanced dial-up
function called “virtual dial-up” to form a
VPN (Virtual Private Network) which extends
a LAN over the global Internet or other net-
works.

The system of L2TP is shown in the Fig.2.

A terminal computer with modem is con-
nected with LAC (L2TP Access Concentrator)
via the PSTN (Public Switched Telephone Net-
work) *® or the ISDN (Integrated Services Digi-
tal Network). In the LAN side (usually located
in some office), there is a device called LNS
(L2TP Network Server). LAC is a sort of exist-
ing NAS (Network Access Server) which accepts
in-coming call from users to establish dial-up
connection. LAC and LNS are connected with
each other via the Internet, some TCP/IP net-
works, X.25 or the Frame Relay networks (but
in this paper, we focus the case of IP only).
More detailed argument can be trailed in the
L2TP internet draft®). ‘

The story of the virtual dial-up like this; The
terminal computer initiates a dial-up call to
LAC in some ISP (Internet Service Provider)
using PPP (Point to Point Protocol)? as usual.
LAC may take part in the authentication proce-
dure to distinguish the end user whether he/she
is remote user or not. After LAC detects the
fact that the user is remote, and decides which
LNS is suitable to use ™, if there are no tunnel

*1 Steve Deering told us this incompatibility with pri-
vate addresses is the one of the most strong reasons
why now he is working for IPv6 which enables huge
number of global addresses.

%2 We understand the fact that if the OS is carefully

implemented, it could be fine without this kind of

modifications on legacy applications.

In short, usual analog telephone system

There are many possibilities to do this. For

example, structured username such as user-
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between the LAC and the LNS, it is initiated
and one channel in the tunnel is assigned to
carry that PPP connection. Then, LNS com-
pletes rest of authentication procedure and es-
tablish the PPP connection from/to the termi-
nal computer through the tunnel between LNS
and LAC.

L2TP provides some good new benefits for
both end-users and LAN (or ISP) managers.
(1) realize a cheap dial-up solution

Original motivation of L2TP is to gain
possibilities of dial-up more easily from
more remotely than before, namely from
outside the local call area or more, for
example, from foreign countries. L2TP
could realize a way to dial-up from far
away at cheap cost {usually only local call
tall).

(2) wutilize private IP addresses without NAT

Today, due to shortage of IP address
spaces, using private IP addresses is al-
most mandatory. Many organizations do
not have enough global IP address spaces
to assign to all the host they have so
that the equipment called NAT which
converts IP addresses imside a packet
from/to private address to/from global
one, is required. But unfortunately NAT
restricts the usage of a8 TCP/IP connec-
tion through it and has some possibilities
against securities.
Usually it is enough to read and send E-
mails, access database on the LAN and
check schedules of colleagues remotely,
then by using L2TP, we could use pri-
vate IP addresses without NAT.

name@ispname.com can be used or just using
pre-configured settings is of course OK.

(3) backward compatibility
L2TP does not require the terminal com-
puter to change. Legacy system can be
used. Only network side equipment is re-
placed by newer versions. This means
that the deployment of this technology is
Very easy.

Although we could find more benefits of
L2TP, now we’d like to point out the limits of
this scheme.

(1) lack of security
L2TP itself does not provide network se-
curity. It requires to use other security
technologies like IPsec? and OTP (One
Time Password)'?, etc. to protect secu-
rities. But in many cases, these frame-
works are hard to use for especially non-
technical users.

(2) lack of mobility support
Therefore L2TP is not intended to do
so basically, it might not fair to claim
this, but we’d like to just mention about
the fact that L2TP itself is not enough
to provide mobility support for TCP/IP
networks.

3. Unified Access™

We introduce our system Unified Access™
as a new way to provide mobility support,
virtual dial-up and dial-out with security but
without any difficulties to use even if for non-
technical users. .

The concept could be said as “secure / mo-
bile PPP using high-functional modem”. It pro-
vides users virtual circuits which

e transport PPP streams,

¢ could roam over varicus communication
media without disconnecting the commu-
nication,

e could be initiated from both sides of the
system, i.e. from the terminal computer
and/or from the access server too,

e and have the ability to authenticate who
use themselves by using advanced security
techniques.

To describe the entire system, we define some

terms as below.

e-modern An e-modem is the high-functional
modem which terminates a PPP tunnel
from/to an N-unit. This handles the
authentication procedure and also might
have various kinds of media interfaces and
functions regarding the “media hand-over”
which is described later.



e-unit An e-unit is defined as an ordinary
IP equipment which is connected with a
TCP/IP network by a PPP interface” and
an e-modem. Or, an e-unit could be im-
plemented as a host which could terminate
the PPP tunnel over the UA protocol by it-
self using a protocol stack of its operating
system.

N-unit An N-unit is a sort of NAS and sim-
ilar concept of LNS of L2TP. An N-unit
terminates multiple PPP tunnels from/to
it and could be implemented as an standard
NAS with special interface card which can
handle UA protocol.

Be-unit, BN-unit An Be-unit is the equip-
ment which is connected with e-units via
some communication media, and other
backbone facilities on the UA backbone
network. In other hand, an BN-unit is the
partner of N-units.

AUTH AUTH provides key
needed for authentication.

LPR LPR is the database which provides in-
formation about e-units’ locations and so
on.

UA-protocol UA-protocol is the protocol
which transport the PPP stream between
an e-unit and Be-unit and between an N-
unit and BN-unit.

UA-relay-protocal UA-relay-protocol is the
protocol which is used inside the backbone
network.
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Fig. 3 Unified Access™

* You can imagine just as a normal, standard Win-
dows 95 terminal as an example of e-unit, but it is
not restricted to it. It could be a router or anything
that satisfies this definition.

First, the terminal computer initiates a PPP
connection as usual. e-modem decides which
media is suitable to use according to its set-
tings and situations, then establishes an UA-
protocol connection over the physical media
with a Be-unit. With helps from AUTH and
LPR database, e-unit and Be-unit identify
each other. Then, Be-unit starts negotiation
with suitable BN-unit by using the UA-relay-
protocol over the backbone network. After au-
thentication between Be and BN, Be asks BN
to establish an UA-protocol connection between
BN and N-unit which completes by the same
way of the e-Be connection. As a result, a PPP
virtual circuit is established between e, Be, BN
and N. .

Of course, this could be done by initiating
from the N-unit. Logically, dial-up (from e to
N) and dial-out (from N to e) are the same.

If the terminal want to change its connection
media, e-modem could initiate other channel to
the N in the same way, then the PPP virtual
circuit can roam from the old path to the new
path without disconnecting of logical connec-
tion between e and N.

Since authentication of the mobile terminal is
done by using the identification which is stored
in the e-modem, human users may not required
to ask any information to login to the home
LAN. This is very similar situation like ATM
card of banking system or a credit card, i.e. the
hardware of e-modem is the identification. Of
course, easy password could be used for supple-
mentary protection but this is not too painful
to use even for a non-technical end-user.

4. Discussion

To make a comparison with our system and
existing schemes, we summarize them again.
(1) new layer 3 protocol supporting mobility
(2) VLAN

The former, the way of creating new layer 3
protocol stack which enables a computer to be
mobile, is represented by Mobile IP today. VIP
(Virtual Internet Protocol) is also included in
this category. This type of solution is funda-
mental and efficient solution. Therefore, if the
IPv6'?) world which has the ability to support
mobile computing naturally, this is an ideal way
and should be used. But in the legacy IPv4
world, it is not realistic to change all the mo-
bile computers’ protocol stacks to enable users
could fully functional mobile computing over
the Internet. Backward compatibility must be



satisfied.

VLAN is the way of simulating legacy net-
working technology by using other communica-
tion media. L2TP is one of the dial-up types of
VLAN technologies and there are so many kind
of technologies to simulate the virtual Ethernet
type of network. By definition, this will sat-
isfy good backward compatibility with legacy
implementations, but we could not find a ver-
sion of this category which intend to support
mobile communication over the various media
only with small equipment in the mobile com-
puter side.

Unified Access™is one of the versions of
VLAN technologies which intended to support
fully functional mobile computing with security
and easy to use the scheme. In this context,
Unified Access™has every good points which
VLAN solutions have, but Mobile IP’s weak
points.

Way of this secure / mobile PPP way allows
us to be free from bunch of IP address space
problems and also it gives us the full back-
ward compatibility with existing network pro-
tocol implementations which already has the de
facto standard protocol for transporting an IP
packet or PPP.

We believe Unified Access™is the best way
and recent hardware technologies allows us to
implement an e-modem into a PCMCIA size
of card which can be fitted with a notebook
computer or small size of PDAs.

5. Future work

Now, we’re implementing whole system to
demonstrate and prove all the benefits of this
scheme. We have a sample demonstration sys-
tem using emulation software running on the
Unix systems and already confirm of the ef-
ficiency of the UA and UA-relay protocols.
Also more detailed version of the paper will be
submitted to some international meetings and
magazines in near future.

6. Conclusion

In this paper, we summarized existing
schemes which supports mobility for the Inter-
net and pointed out their shortcomings. Then,
we described a new way of mobility support
for the Internet called Unified Access™ which
is more easy to use, secure, and fully backward
compatible with legacy systems which means
that it’s easy to be deployed to the public.
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