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Proposal for a method of privacy protection in ubiquitous computing
environments

Takako Sanda', Shigeki Yamada* and Eiji Kamioka*

Ubiquitous computing will enable mobile users to take communication services anytime and
anywhere. However, as this new technology utilizes user’s personal data related to his/her privacy
to provide those services, a robust management for personal data is required. This paper proposes
a new method, named EMAPP (Encapsulated data and Mobile Agent based Privacy Protection), to
manage personal data. EMAPP has two characteristics, it protects user’s personal data and
privacy preferences within closed space where only the user can controls, and keeps them from
being collected by outside parties. When the user requires to take a service, a mobile agent sent by
a service provider executes instructions for the service within the closed space and only generated
results are sent to outside. This method provides a new robust privacy protection.
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