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Analysis of Characteristics of Flooding for I nter-Vehicle Communications
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Abstract:

We analyse the characteristics of wireless packet broadcast using multi-hop relay to reach nodes which are not
within direct radio range of the broadcast source. In particular, we report that in an experimental system using
over 50 personal computing devices equipped with standard wireless modules and multi-hop relay software,
flooding of packets containing 140 bytes of data over 5 hops was possible within 20 milliseconds. This
demonstrates that flooding is a promising way to share real-time information among a large number of mobile

vehicles.
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Introduction

Inter-vehicle communications have great
potential for improving driving safety and
convenience by adlowing vehicles to share
information about their driving environment. Ad hoc
wireless communications directly between vehiclesis
an attractive method of communication as it does not
reguire roadside infrastructure to relay packets and
can avoid bottlenecks associated with concentration
of traffic at roadside access points. By adding a
packet relay function to the wireless communication
modules on each vehicle, it becomes possible for
vehicles to relay the packets of other vehicles so that
communication is possible even between vehicles
which are not close enough for direct transmissions.

It is expected that communication between
cars will support many applications, including access
to the internet and various information services.
Some of these communications will require sending
specific messages or data to specific destinations. On
the other hand, for some other applications it will be
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necessary to broadcast the same information to many
vehicles. For example, a core scenario for vehicle
safety is sharing information about position and
velocity. This alows vehicles to be aware of
approaching vehicles and other road hazards. Another
scenario is propagation of warning signals, for
example generated by a vehicle braking suddenly or
crashing. In each of these scenarios, it is necessary to
broadcast the same information to many nodes.
Moreover, due to the limited range or poor coverage
of direct transmissions, it is useful for vehicles to
re-transmit the broadcast packets that they receive, so
the packets can propagate to al vehicles in the
network. This mode of wireless communication is
called flooding [1-6].

In this paper we evaluate the performance
of flooding in a rea-world network using standard
IEEE 802.11 WLAN modules [7]. The 802.11
incorporates an ad hoc mode of communication
which allows direct wireless communication between
close terminals, within tens to hundreds of meters
depending on the propagation environment. 802.11 is
now increasing popular as a wireless access system.
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Hence it is natural to consider the ad hoc mode of
|EEE 802.11 as a candidate for standard inter-vehicle
communications. One new version of 802.11, known
as 802.11p which is being considered in IEEE for
intelligent vehicle systems, specifies a control
channel with usage guidelines to prevent degradation
of performance due to congestion. However, all
versions of 802.11 are based on CSMA/CA (Carrier
Sense Multiple Access/ Collision Avoidance) which
itself has no explicit restrictions on the number of
nodes trying to access the medium, and hence only
has probabilistic guarantees on performance.

From the point of view of vehicle safety, it
is important to know how long it takes for packets to
disseminate to neighbors, and what is the reliability
of the packet delivery - for example the likelihood of
a packet being delivered to al nodes within a certain
distance. To examine these issues using practical
equipment, we implemented a flooding application
using standard 802.11 WLAN modules on a large
number of PCs and PDAs in an experimental network
test-bed.
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Figurel. Roadway communication scenario using
multi-hop packet relay

Reference Scenario

Figure 1 shows an example of a roadway
communication scenario which uses multi-hop relay
of broadcast packets, that is flooding. In an
emergency sSituation, a vehicle broadcasts a packet
containing its own state information. This
information may have various priorities. For example,
position, velocity, brake information will have high
priority, and various other application information,
such as the offer of an on-board camera service, will
be of lower priority. Nearby vehicles re-transmit
some or al of the broadcast packets so the
information can propagate to other vehicles which are
not within range of the source vehicle.

Figure 2 shows a typical procedure for
relaying a flooding packet. In so-caled “pure
flooding”, each node retransmits just once any
flooding packet that it receives. To avoid loops, it is

essential to check for packet duplication. Checks on
the number of hops or TTL to restrict the range or
time of propagation may aso be useful in large
systems. Filtering or priority relay scheduling can
also be implemented.
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Figure2. Procedure for Packet Relay for Flooding

Related Work

The issue of fast packet delivery in ad hoc
networks was previously studied by Itaya et al, who
compared the speed and reliability of unicast and
broadcast methods when sharing information among
many nodes using 802.11 [8-11]. Unicast requires a
separate transmission to each neighbor. Broadcast on
the other hand is received by al nodes within range
of the transmission. Itaya et al showed that for more
than ten nodes, faster and more reliable distribution
could be obtained by broadcast that by unicast.

As for multi-hop flooding, a large number
of theoretical studies have been reported [1-6]. For
example, the paper by Ni et al provides a review of
flooding methods and their relative merits [2]. In
particular, this paper reviews the issue of “broadcast
storm”, whereby the relay of packets by a large
number of neighbor nodes leads to an increase of
traffic which saturates the available transport
capacity.

In contrast to the large number of
theoretical studies, few implementations of flooding
have been reported. Kosuga et al developed the
“Coconut” software platform for ad hoc networking
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based on flooding [13-14]. They focused on
distribution of presence information and service
discovery. Poupyrev et al used the Coconut platform
to test the time required for mutual distribution of
presence information [15]. This work focused on
adjusting the rate of packet generation to maintain
scalability of applications on the time scale of
seconds to minutes in very large systems.

Table 1. Transmission times for 192 Byte packets
using 802.11

Total Transmission Time
(192 Bytes)
Broadcast Unicast

Raw delay

802.11
(DIFS+Preamble)

112us
DIFS=34us
a 0.37 msec
Preamble=78us
(Slot=9us)
242us
DIFS=50u
b S 1.0 msec
Preamble=192us
(Slot=20us)
242us
DIFS=50us,
o] 1.0 msec
Preamble=192us

(Slot=20us)

0.24 msec

0.63 msec

0.48 msec

Estimates of Delivery Time and Reliability

In this section we provide more detailed
specifications of our model system and a rough
theoretical estimates of performance. As abasic case,
we assume one vehicle generates a single packet and
consider the propagation of this information
throughout the system.

First, let us consider the time required to
transmit UDP broadcast packets. To be specific, we
consider packets of 192 Bytes, which corresponds to
140 Bytes of data with UDP, IP and MAC headers.
The minimum time required to transmit a single
packet using 802.11 can be estimated from the 802.11
specifications [7] as shown in Table 1. It can be seen
that the minimum time to transmit a 192 byte packet
using 802.11b is 1 ms. As each node relays the packet
just once, the maximum time to flood the whole
network is simply proportional to the number of
nodes. Hence, a rough estimate of the delivery time
can be obtained as

T= nx1lms, @

where n is the total number of nodes in the system.

Since some of the relay transmissions will take place
simultaneously, the actual effective time could be less
than this value. On the other hand, packets which are
transmitted simultaneously may collide destructively
a some receivers, and so not be received there.
Note that many packet transmissions will be
redundant as it is sufficient that each node received
just one copy of each packet generated by the source.
However, without specific topology information, it is
impossible to know which packet transmissions are
redundant. Hence, we can usually only expect a
statistical  tradeoff  between  reliability and
dissemination time.

Now, let us consider the packet loss due to
collisions between packets relayed by different nodes
at the same time. Due to the carrier sense mechanism,
the re-transmissions become highly synchronized. If
the medium is not-idle when the nodes are ready-to
re-transmit, they choose a random slot number and
may till the medium becomes idle. Let the number of
slots be m and the number of relay nodes be k. Let the
independent packet success ratio be g. Then the
probability of successis:

Paccess = 9-k(1-1/m)*D (2)

Note that this success probability initially increases
with k but then decreases with k for large k. This
decrease with large k due to collisions by the large
number of highly synchronous re-transmissions is
known as the “broadcast storm” problem. In 802.11
implementations the number m for broadcast packets
is typically fixed at m=32. The optimal success ratio
is obtained for m~n. If m could be changed adaptively,
so m~k, then high success ratio could be maintained,
but the time taken to complete the transmissions
would also increase proportionally.

On the basis of this analysis, we can say
that to optimize the reliability of delivery, relay
density of more than m=32 nodes should be avoided.
If the channel is shared with other traffic, the density
should be reduced further. One way to reduce relay
density is to introduce constraints which prevent all
nodes from re-broadcasting. This can be done with a
number of different filtering methods, either
deterministic or stochastic [2, 16].

Experimental Tests

We implemented flooding on a set of
Linux PC and measured propagation characteristics.
Details of the system are as follows. The PC operated
with Red Hat Linux 9 (Kernel version 2.4.25). The
WLAN card was an 802.11b card (either the Planex
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GW-CF11H, or BUFFALO WLI-PCM-L11GP) with
Orinoco_cs0.13d driver. Data packets are transmitted
as UDP broadcast packets, typically at 2Mbps. The
802.11 modules al have the same ESSID and default
channel, and they do not use the sleep option, so no
association or synchronization is necessary before the
nodes are ready to receive broadcast packets. Packets
containing 140 Bytes of data were generated at a
single source a 5 sec intervals. (Data packets
consisted of user data 100 Bytes, Route Info 40 Bytes,
IP header 20 Bytes, UDP header 8 Bytes, MAC
header 24 Bytes) In our test-bed the maximum
number of nodes is 50 nodes. Nodes were positioned
so asto have adensity of more than 10 nodes.
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We tested two types of flooding
implementations. Flooding-1 is pure flooding
implemented as IP routing. Flooding-2 is
implemented a a higher layer as application
middleware. It allows more versatile manipulation of
the flooding contents, including various content filter
operations.

First, we consider the performance of
Flooding-1. Figure 3 shows the the number of
packets received by a single node in a cluster of 10
nodes which are all within range of the source node.
The figure shows the results for 10 successive trias
ie. when the source emits 10 packets in succession, at
5 sec intervals. The maximum number of packets
expected is 11 — the first packet plus 10 relay packets.
The average number of packets received is consistent
with Egn. 1 which includes losses due to accidental
collision.

Figure 4 shows the times of transmissions
for each relay packet. The results for the multiple
trials are superposed. Times are measured from when
the initial send command is executed. The dotted
lines are for reference, and correspond to A+B.K,
where offset A is 1 msec, k is packet number, and
transmission-time-per-packet B is 1 msec and 1.5
msec respectively for the lower and upper lines. The
first transmission recorded is the initial packet
broadcast by the source node. This is finished
receiving roughly 2 msec after the send command is
initiated. The second packet recorded is the first relay
packet. This is detected roughly 1.5 msec after the
first packet. Included in this time is the time to
process the relay packet. Subsequent packets are
received at intervals typically 1~1.5 msec. This is
consistent with the estimate of transmission times in
Egn. 1 which was obtained from the specifications of

0 1 2 3 45 6k 78 9 10 1112 802.11. Note also the fewer data points for larger
Received Packet Number packet numbers, indicating a loss of packets.
Figure 4. Relay Times Figure 5 shows the flooding time
(10 relay nodes, single relay) distribution for 50 nodes spread over a larger area.
Roughly 20~25 nodes were within direct range of the
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Figure 5. Flooding Time Distribution (50 nodes, multi-hop)
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source. The remaining nodes could only be reached
by multi-hop relay. Packets were generated at asingle
source with the same parameters as in the previous
case of Figures 3 and 4. Times of arrival of packets at
a particular sink node were measured to obtain the
data shown in Figure 5. Packets travel to the sink
node from the source node via a variety of paths, so
they have differing numbers of hops. For Flooding-1,
the relay time is roughly 2 milliseconds per hop.
Flooding-2 is much slower due to extra processing
delay. We dso point out the existence of along tail in
the distribution, due to the competition with
re-transmissions by other nodes. That is, nodes
transmitting packets with different hop numbers
competing for access to the wireless medium.
Notice aso that the Flooding-1 is much sharper than
Flooding-2 — the extra processing involved in
Flooding-2 also results in a bigger spread of delay
times.

Discussion

The theoretical anaysis and the
experiments consistently indicate that propagation
times of the order of 10s of milliseconds are quite
practical for flooding packets. Note that a car
travelling at 108 km/hr travels 3 meters in 100ms.
Theoretically, the minimum time for broadcast of a
140 byte data packet using 802.11 is 1 millisecond,
which suggests that 100 relay events can be handled
within 100 milliseconds. However, the differences
between time required by Flooding-1 and Flooding-2
show that fast flooding reguires optimization of the
packet handling. In particular, as the number of
sources had relay nodes increases, the time needed to
check packets for redundancy and other filter
conditions, can become a bottleneck requiring more
efficient memory access and matching algorithms.
Whether or not processing is done by processors
dedicated to relay or handled by a general purpose
computer sharing time with other tasks will also be a
key issue for practical systems.

Conclusions

In conclusion, we analysed the delivery
times and reliability for multi-hop flooding using
802.11 ad hoc mode. We showed fundamental
estimates of flooding time and pointed out that it was
necessary to avoid broadcast storm phenomena by
constraining the density of relay nodes. Moreover, we
examined the delivery time and reliability of flooding
in a real-world 50 node network using 802.11 and

showed reliable delivery times less than 20 msec can
be achieved with efficient relay software. These
results ae very promising for practical
implementation of flooding in practical roadway
situations.
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