HAEA BHRLUEES FRRE 2008 —MBL—45 (24)
IPSJ SIG Technical Reports 2008 /5/23

P FURBRORE & ER %8 L Hop By Hop *—A)V—F 4 V7 7a b a)ORR L 2 - NE
# WE Bwm B
T AN IR TRERERER VAT AFEBEHES
T AN ETRERE

#EE Mobile Ad-hoc NETwork(MANETD)I, SESEHME BV vl F Ry 7RI L VEEAS V7 IBHFELRZVRETHX
v NI — s BT A LRAETHD. —FT, B=F/— F2PRT T2 FEOLDV FH, V70X )7
4 ERRT A ENEETHS. MANET TiR7 KRy ZA—F 47 7u barzfnsZ TRy NU—7 28T,
BEOHD)— FEA—FT AV I AH=ZAACTFHL, KBEITI LN TED. ZOBOKBTHLBATHEEENHEY
CUFUREE, WREEEPRBICAVRBREED Y v T =27y FOETHIVEABIEWET I LOTHS. =
DEBEDORIT 554, MANET BESAROEELERY 7 OFERCI - TARRETZ vy b Fuy?, u barg
EDNRY, N—F =7 ORI AR L > TRBERAETS. AR TR IOBRBEERT B30I, BARMAOY »7H
DF—F 1Ry FORZEROBAM LIS AR CHREII KIS0 TR HELRFLE5FHELREL, AODV L
ICRELFMET 5.
AODV-BDA: AODV with Byzantine attacks Detection and Avoidance
Tkumi MORI' Osamu TAKAHASHI*
t Graduate School of Future University—-Hakodate, Systems Information Science
1 Future University-Hakodate

Abstract Mobile Ad-hoc NETwork(MANET) that is multi-hop communication using radio link can build a network in the
situation that there is not fixed infrastructure. However, in order to relay packets by intermediate node, a secure
communication of end to end and between the nodes is needed. MANET builds a network using Ad-hoc Routing Protocol,
but malicious node can attack it interfering routing mechanism. The Byzantine attack that is the strongest attack against
routing get into a route that is used in order to relay data packets, and drop a specific packet or all/almost of the data
packet. When detecting this malicious node, misconception occurs by naturally occurring packet drop is caused by a
congestion of MANET, the use of radio link, the bug of the protocol and a hardware configuration mistake. In this paper, in
order to reduce this misconception, we suggest a technique that allows the consistency of the number of send and receive
data packet of link until predetermined threshold. And then we implement it on AODV and evaluate it.
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