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Abstract Mobile Peer-to-Peer Communication (Mobile PPC) is an End-to-End technology that realizes mobility in IPv4
network. It is thought that a mobile node sometimes moves between a global network and a private network in IPv4 network
during communication. In case of the existing Mobile PPC, the communication breaks because of the IP address is translated
by NAT when NAT exists on the communication path. I this paper, we present a NAT traversal scheme for Mobile PPC to

solve the above-mentioned problem by applying a principle of hole punching technique.
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Fig.1 Communication procedure of Mobile PPC.

MN CN
G1-G2 L@ G1-5G2
cr PR cIr
GIoGot2 |-f — wHelC Vb s{(cleco@
TR
| ]
IP: G1=G3 [ [e3-62 1P: G2

2 CIT KESLKT FLRE#HR
Fig.2 Address translation based on CIT.
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Fig.3 NAT traversal by Hole punching (Ex. STUN).
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Fig.4 Communication sequence when MN moves from global to private network.
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Fig.5 Packet format of Binding Request/Response.
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Fig.6 Communication sequence when MN moves from private to global network.
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