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An Application of Fault Tree Analysis to Determine Optimal Security Measures

YAMAMOTO Takanori,† ISHIBASHI Hayato,† ABE Kota†
and MATSUURA Toshio†

As it is important to run network-based information systems securely and steadily, applying
systematic security measures against such systems is required. While to establish quantita-
tive analysis technique of risks against information systems is important for choosing proper
security measures, such technique has not well-established so far. In this paper, we propose
an e ective method to systematically manage possible security risks against information sys-
tems by applying fault tree analysis. By solving combinatorial optimization problem on the
resulting fault trees, it is also possible to choose proper security measures for the system. We
have experimentally confirmed that our method can choose proper security measures on a
sample information system under certain budget constraint.
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FW DNS FTP IDS

4,000,000 1 0 0 - 3,600,000 21,266,032.2 4.9

6,000,000 2 0 0 A1 5,700,000 48,829,038.0 7.6

8,000,000 2 2 0 A1/W 8,000,000 54,564,382.0 5.8

10,000,000 1 3 0 A1/A2/W 9,700,000 59,357,277.1 5.1

12,000,000 2 0 1 - 12,000,000 83,009,258.5 5.9

14,000,000 2 0 1 A1 13,500,000 136,821,752.4 9.1

16,000,000 2 2 1 A1/W 15,800,000 179,076,350.9 10.3

18,000,000 2 1 1 A1/A2/W 17,300,000 184,995,229.4 9.7

20,000,000 2 3 1 A1/A2/W 18,100,000 190,990,233.7 9.6

22,000,000 2 3 1 A1/A2/W 18,100,000 190,990,233.7 9.6
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FW DNS FTP IDS

4,000,000 0 0 0 - 3,500,000 20,871,070.8 5.0

6,000,000 0 0 0 A1 5,000,000 46,164,151.5 8.2

8,000,000 0 0 0 A1 5,000,000 46,164,151.5 8.2

10,000,000 0 0 0 A1 5,000,000 46,164,151.5 8.2

12,000,000 0 0 0 A1 5,000,000 46,164,151.5 8.2

14,000,000 2 0 1 A1 13,500,000 136,821,752.4 9.1

16,000,000 2 0 1 A1/W 15,000,000 173,455,312.2 10.6

18,000,000 2 0 1 A1/W 15,000,000 173,455,312.2 10.6

20,000,000 2 0 1 A1/W 15,000,000 173,455,312.2 10.6

22,000,000 2 0 1 A1/W 15,000,000 173,455,312.2 10.6
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