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A Refinement Process of Keystroke Signatures

Hiroyasu Kakuda Yuki Asai Masaatsu Kasukawa

Department of Computer Science, The University of Electro-Communications

We study the user authentication method using the keystroke latencies, named *Keystroke Signatures’.
To test the effect of the practice for certain keystroke patterns and its refinement process of the inter-
keystroke timing, we made an experiment with 15 subjects in 4 word signatures for 1,000 exercises. In this
paper, some results of this experiment are reported, such as an acceleration of inter-hand keystrokes, a
stability of same-hand keystrokes and the required word characteristics suitable for keystroke signatures.

The degree of improvement of the authentication after the experiment is also reported.
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19&503 390.1 20.9] 76.1 28.9| 67.5 30.1| 50.7 19.1| 43.2 16.8{104.4 18.2| 48.2 16.5
20(49)| 382.3 20.9| 72.9 23.1} 64.2 26.7| 56.0 22.5] 53.3 18.0] 96.0 15.8] 40.0 12.1

ave. | 405.8 23.1] 70.8 23.7] 64.7 25.0] 72.0 21.2| 50.6 20.3| 89.4 18.5] 58.2 I8.1

2 1(47) | 670.3 37.8] 92.1 26.0|161.8 22.9|120.3 19.0] 72.8 33.6|152.6 16.4| 70.7 29.3
2(45) | 654.1 52.3| 94.1 41.4/156.7 29.8(102.7 23.7} 77.2 28.5{155.8 19.8| 67.7 34.7
19&50 497.7 36.6| 83.0 28.8[112.4 30.5| 75.6 22.9| 35.9 16.2]154.2 20.0| 36.6 16.7
20(50)| 511.5 31.4| 98.0 21.6| 98.6 23.0{ 91.8 19.7] 37.2 18.0[155.5 15.9] 30.4 15.4

ave. | 581.0 36.3] 9.1 27.2|138.2 27.0] 95.2 20.2| 45.8 20.9|156.7 17.0| 56.1 24.1

3 1246; 1064.0 127.7]156.8 32.2|193.6 55.0|203.0 25.0{149.7 46.5|174.0 21.5|176.8 23.4
2(47) |1152.6 115.9{156.4 55.3|155.6 18.8]196.5 21.7|225.6 52.4|179.0 67.7239.4 42.5
19545; 674.6 41.2] 74.9 41.4[152.8 36.4[204.2 10.9] 76.6 29.9{120.0 33.7} 46.1 22.4
20(43)| 658.1 79.3| 77.1 47.4/140.9 29.3[192.6 16.9] 74.7 38.6/126.0 28.3] 46.9 33.8

ave. | 794.1 85.3]113.2 40.6|150.6 40.5|188.7 14.0]108.4 36.7/117.0_33.0[116.3 34.2

q I(48) | 676.2 65.6] 57.8 16.0{199.1 31.6|150.0 32.0] 77.3 48.5| 90.1 20.0{102.0 34.9
2453 692.6 47.9] 54.6 15.9/182.7 35.1{152.6 37.8| 93.7 49.0]104.9 21.8{104.2 42.9
19(48)| 415.9 37.1 40.0 18.7/135.9 21.2| 32.2 17.0{ 31.7 15.5| 81.1 17.4] 95.0 21.4
20§50g 426.7 36.5| 23.4 15.2{152.8 22.1} 35.9 20.2| 32.9 17.9] 96.3 15.9| 85.4 23.8

ave. | 528.1 42.4] 30.5 17.6]156.7 29.1] 76.0 28.2| 57.0 29.8| 91.5 20.7]106.5 313

5 1(49) [1025.4 320.4{150.0 59.5 249.7]134.5 29.6|102.0 100.9|157.1 24.6|222.2 118.0|
2%49& 1030.3 324.6{177.1 102.6{214.2 191.2{164.2 51.6] 91.2 51.9]159.5 22.6{224.1172.2
19(46)| 565.3 55.0/107.0 30.8] 86.6 31.5/101.7 45.8| 52.9 30.9{105.2 27.7}111.8 31.9
20(46)| 490.8 30.0| 79.6 35.8} 99.3 39.6| 62.9 27.1] 43.6 21.4/129.3 19.9] 76.0 22.6

ave. | 676.4 93.8|110.3 40.7]114.1 61.6|116.3 40.4| 60.4 37.3[141.3 24.0[134.T 54.0]

6 1§49 427.1 30.5| 73.3 21.1J]101.8 20.3] 41.5 13.0] 65.2 22.7| 40.6 25.8[104.7 22.8
2(49) | 440.9 28.9| 73.7 19.2}111.7 16.2| 57.4 16.7| 50.0 24.2{ 40.5 21.9{107.6 23.9|
19%48 396.8 28.6| 79.4 22.4{ 94.2 26.8| 46.2 11.4| 34.0 23.2} 43.6 17.9| 99.4 25.9
20(48)| 386.0 27.7| 78.0 21.8] 96.2 27.0{ 41.4 15.0| 31.0 16.7| 44.7 15.7] 94.7 25.3)

ave. | 410.8 20.8] 74.0 20.4]110.0 21.5| 48.9 13.7] 37.4_ 20.2| 41.1_ 18.2[107.4 244

7 1%46; 727.7 83.0|113.7 21.6|115.8 25.5{209.6 27.5] 95.0 42.5| 68.8 13.5{124.9 19.5
2(46) | 660.8 71.2]107.8 27.5|105.9 24.9{190.0 18.5| 69.2 37.8| 82.1 24.9{105.8 27.8
19248 549.8 26.7| 90.5 24.9] 66.2 23.1{190.5 12.8| 38.1 21.5 80.1 18.0{ 84.3 17.1
20(49) 546.1 24.3| 78.4 25.4] 87.6 25.7|178.2 11.7] 31.6 20.4| 83.7 18.8| 86.7 17.0

ave. 609.2 47.0] 94.3 23.0] 89.2 30.9(198.8 17.7] 50.2 29.0] 78.2 17. N X

g 1(49) 11223 156.4|182.2 42.3|214.1 69.2]162.3 32.5[200.3 52.5|160.2 32.2|203.2 60.3]
2248§ 903.8116.7|151.2 57.9[148.5 28.1[142.9 33.0{160.6 30.8[{111.6 38.5/188.9 48.1
19(49){ 673.5 49.9] 69.9 31.5| 79.3 40.2| 71.4 28.6| 42.6 37.5/{123.3 18.2/287.0 57.6
20(50)| 605.6 37.1} 64.4 21.2| 99.4 24.1] 60.4 16.8] 33.9 18.0{126.7 28.3[220.8 43.8

ave. | 7477 728 94.3 28.7[116.1 34.3] 96.6 30.3| 63.8 90.9[130.8_ 27.0[246.1 674

9 1(50) | 980.8 201.21140.6 25.2|151.9 27.7|163.3 29.7|161.5 38.2|159.6 70.1{203.9136.9
2&49; 718.2154.8] 96.6 31.6{121.3 17.6{143.9 22.4{110.2 57.9|119.0 55.5{127.1 48.0
19549; 538.4 48.4| 53.0 27.1] 88.1 30.0[152.2 27.9| 49.3 30.5{104.5 30.8| 91.3 21.2
20(45)| 449.7 51.4] 55.4 25.5] 79.2 26.6/101.7 30.5| 59.1 32.4| 73.8 30.4] 80.4 24.6

ave. | 593.2 71.7| 72.0 25.6|102.6 22.4]141.1 23.1] 76.3 35.7{103.7_ 34.3] 97.5 40.2

10 150} [1950.0 385.0{124.4 116.2]488.1 216.8]220.4 39.4|388.7 168.2[150.6 106.8/568. X
2}48{ 1517.7 196.3/1108.4 41.1{303.3 148.2|223.9 84.7{220.1 113.0{128.3 76.2|533.6 73.2
19(50)| 722.4 58.7| 74.5 35.8[132.0 36.6] 97.1 51.8; 80.9 33.2| 81.6 25.9/256.3 30.1
20(47)| 662.8 48.4] 55.1 37.1[138.7 41.1] 90.2 35.6] 59.6 28.4] 91.8 27.6/227.3 304

ave. | 062.3 05.6] 86.0 38.1(180.2 55.1]159.5 a8.1] 93.4 51.1[112.1 41.0[330.3 59.0]

11 1(50) [1472.6 274.8|170.8 3052771 86.1|247.9 58.3|332.4 166.3|175.7 53.4|269.7 125.7
: 2%48; 1165.2 234.2{171.2 53.9{215.8 89.7|214.8 29.4(182.3 122.4|/191.7 54.5/189.4 90.5
19(46)| 545.9 26.3[108.5 21.7] 97.9 19.8| 43.4 20.9] 62.6 31.4{102.9 28.5/130.5 30.0
20(45)| 511.3 25.8] 94.9 22.3| 90.7 20.0| 46.6 19.4] 66.6 26.4/110.0 37.9{102.7 30.0

ave. | 776.3 99.5]127.4 30.8|]142.3 31.0]113.8 33.4] 94.0 50.7]135.0 44.2]163.6 54.0

12 1(50) | 871.5 203.6|140.5 97.2|]178.8 93.2]135.7 61.8[]151.8 50.6] 97.9 40.5{166.8 50.9
2%47% 701.8 75.5/130.1 27.7{129.1 33.1|102.8 33.3|145.5 39.5| 53.8 21.1]140.4 36.9
19549; 433.5 25.3| 86.2 21.3| 60.7 21.8] 96.6 18.0| 29.7 20.2{108.4 25.2{ 51.8 25.0
20(49)| 413.6 22.6| 87.9 20.3| 49.4 23.6] 88.4 25.5| 45.9 24.8] 92.3 17.8] 49.7 24.9

ave. | 506.8 52.1] 95.7 25.0] 81.1 27.4] 99.1_28.4] 69.6_34.0| 73.8_ 27.5] 87.6 34.2

13 1(48) | 790.5 180.5| 93.3 17.0{162.8 76.5]127.9 30.2|145.0 106.6{119.8 22.1j141.7 34.7
2?44{ 645.1. 60.1] 90.9 16.6{112.8 15.4{130.5 19.4| 71.0 39.9{128.0 26.4/111.9 28.8

19 sog 617.5 58.9| 72.8 27.5| 99.8 26.8{115.0 19.1{108.5 38.2[113.6 28.5|107.8 30.5
20(48)] 528.9 25.5| 63.9 27.2| 87.0 26.4]107.2 15.5| 88.8 43.7| 93.2 33.1| 88.9 20.1

ave. | 661.8 03.0| 86.4 27.5|107.0 39.1]130.8 27.1[108.2 45.0|120.9_27.6{108.5  35.6

14 1(49) 11556.5 268.2(230.6 114.4/216.5 85.0(271.8 117.3[442.1 140.7] 96.2 27.2]290.2 83.9
2(50) [1265.2 243.0}166.5 43.5/183.7 114.5{195.5 33.8|272.2 123.6{150.8 125.9{296.5 138.4
19(49)| 608.4 303.0{102.6 97.0/100.8 34.2[182.1 209.2| 77.3 117.7| 66.5 15.7| 79.0 96.2
205503 549.6 249.7| 92.4 84.7]118.3 115.8[147.9 120.4} 58.2 53.7| 67.2 27.4| 65.6 76.0

ave. | 741.0166.1]112.8 51.8|122.8 61.1]i61.1 66.1j105.7 65.3] 87.9 38.8[150.8 70.2

15 1(50) | 884.8 177.4|121.9 28.9]164.1 67.3]184.8 82.1|{142.0 71.4]117.8 34.0{154.2 43.5
248; 729.1 T1.91112.5 16.8]143.9 34.7|126.0 36.0] 81.1 36.1j122.4 29.7]143.1 35.3
19(50)| 389.6 35.4] 67.5 28.8[117.7 36.1} 43.0 28.3| 38.0 22.8] 68.7 24.2{ 54.7 243
20%493 307.7 13.2| 48.8 22.8| 84.9 27.3] 26.6 13.6] 30.1 13.4| 61.3 24.6| 559 18.4

ave. | 488.2 50.1] 77.8 22.4|115.7 30.5] 63.5 26.1] 50.4 29.9] 91.6 27.9] 89.2 31.3]




