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This paper describes the processing configuration of EXNETS (EXpert
system for NEtwork TroubleShooting), a network fault management expert system
used to detect, diagnose, and recover from computer network malfunctions.

Artificial intelligence techniques are used to implement appropriate
network fault analyses and to invoke proper recovery procedures. The inference
mechanism comprises two modules: a Supervisor, which generates a hypothesis
using hardware-independent information, and an Executor., which checks error
conditions using hardware-dependent information according to Supervisor's
instructions. Separating the inference mechanism into two function modules
allows EXNETS to deal with a diversity of network configurations which include
various tvypes of computers and terminals.

Network management mechanisms of EXNETS, which are based on 0S| management
protocols, enable to manage faults in a distributed network environment.
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