TNFAF 47 EIEE LB 42 - 6
(1989 5 19)

SECURE BROADCAST COMMUNICATION

Makoto Takizawa
Information and Systems Department
Tokyo Denki University
Ishizaka, Hatoyama, Hiki-gun, Saitama 350-03, Japan
Telephone 0492-96-2911 ext.246
Telefax 0492-96-0501

ABSTRACT

Current information systems are composed of various computer systems interconnected
by local area networks (LANs) and radio networks in addition to the conventional
wide area networks. The LANs and radio networks provide broadcast communications at
the media access control (MAC) layer. That is, every station can receive every
protocol data unit (PDU) transmitted by every station in the broadcast communica-
tion networks. Although the broadcast communications are required in distributed
applications like the distributed database systems, one problem in the broadcast
network is how to realize the secure communication. In this paper, we discuss how
to provide a secure broadcast communication among multiple entities in the presence
of attacks by malicious entities. Our protocol is based on the public key system.
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1. INTRODUCTION

While various communication systems have
been widely used on the basis of the
open systems architecture like the
OSI[OSI], every computer devices like
the workstations and mainframes can be
easily connected to each other. The open
architecture is very desirable from the
viewpoint of usability and connectivity.
One critical problem in these systems is
security. In addition to proper users,
malicious users can easily access
various resources on the communication
networks.

One solution is to encrypt data unit to
be transmitted by some key. Public key
systems [DEN, IKE] are familiar in the
secure communication among two entities.
If the secret key is neither hidden nor
inferred, the secreecy and authenticity
of secure communication are achieved.

At present we have local area networks
(LANs) and radio networks in addition to
the conventional wide area networks like
the OSI network. In the networks, broad-
cast communications are provided by the
media access control (MAC) layer [IEEE].

Current distributed applications like
distributed database systems [BER,
TAK88a,c] require the broadeast com-

munication among multiple entities in
order to cooperate them, i.e. concur-
rency control, detection of distributed
deadlock, and commitment control [BER].
The reliable .broadcast communication
protocols have been proposed by
[TAK8T7a,b, NAK]. The protocol provides a
service by which every entity ecan
receive the same protocol data units
(PDUs) in the same order, on the top of
the Ethernet MAC service. By using the
protocol, the commitment control can be
easily implemented [SHIN].

In the broadcast networks, every station
can receive every PDU transmitted by
every station. Also, every entity can
deliver PDUs to all the entities. Thus,
the broadcast networks are principally
less secure than the conventional one-
to-one networks. In this paper, we dis-
cuss how to provide a secure broadcast
communication among multiple entities in
the presence of malicious entities, by
using the reliable broadecast service.

the communica-

In section 2, we present

tion model whiceh is used in this paper.
In section 3, a secure cluster concept
is defined. In section 4, a procedure to
establish a secure cluster is discussed.

2. COMMUNICATION MODEL

A communication system is composed of
hierarchical layers. Each (N) layer is
composed of (N) entities[Fig.1]. Each
entity E, is given a unique (N) title T,.
Let Title(E,) denote the title T, of E,.

E, takes (N-1) service through an (N-1)
SAP S,. Each (N-1) SAP S, has a unique
address A,. Let Address(E,) denote the

address A, of the (N-1) SAP S,. Here, we
assume that each entity E; has a unique
address A, = Address(E,).
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Fig.1 OSI Referential Model
Each (N) protocol data unit (PDU) p in-
cludes the following information.

p.SRC = the title of entity which
broadcasts p.

p.ADDR= the address of entity which
broadcasts p.

p.DEST= the set of titles of entities
which expect to receive p.
p.DATA= the data in p.
Here, we make the following assumptions
on the (N-1) service.
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Fig.2 Broadcast Service.

{Assumptions]

(1) If a PDU is sent at an (N-1) SAP, it
can arrive correctly at every (N-1)
SAP. This implies that entities which
broadeast PDUs also receive them.

(2) For every PDU p, every entity cannot
write p.ADR in p.

(3) For every PDU p, p.SRC and p.DEST



can be arbitrarily written by the
source entity.[]

(1) means that the (N-1) service
provides reliable broadcast communica-
tion among all the (N-1) SAPs
[TAK87a,b,88b]. That is, some entity E,
can receive a PDU p although E, is not
the destination of p. Secrecy may be
violated. (2) means that the source
address is attached automatically to
every PDU p and entity cannot update
p.ADR. On receipt of a PDU p, every en-
tity E, understand at which (N-1) SAP p
is transmitted. (3) means that every en-
tity E, writes p.DEST and p.SRC when it
broadcasts p. That is, some entity E,
can pretend to be another entity E, by
sending a PDU p and using Title(E,) in
p.SRC. Authenticity may be violated. Ac-
cording to (2), when E, receives a PDU
p, although E, is not sure whether p is
broadcast by an entity whose title is
p.SRC, it is assured that p is trans-
mitted at p.ADR by some entity. In order
to achieve the secure communication,
every entity has to identify the ad-
dresses of entities for the titles.

In our communication model, every entity
can receive every PDU which was broad-
cast. On receipt of a PDU p, an entity
E, accepts p if p.DEST includes
Title(E,), otherwise neglects p.

is a
where

[Definition] An (N-1) cluster C
tuple Ty, «..,T> of (N) titles,
T, is a title of an entity E,.[J

Here, n
C.

is a cardinality of the cluster

[Definition] An entity E, is said to be
in the cluster C if Title(E,) = T,.
Otherwise, E; is said to be outside C.[]

Problem is how to securely communicate
with each other in the cluster.

3. SECURITY IN CLUSTER

For every PDU p, let p.IDATA denote data
which the source entity of p intends to
transmit to the destination entities.

[Definition] An entity E, is said to
correctly receive a PDU p iff E, accepts
p and E, has a transform F, such that
F.(p.DATA) = p.IDATA.[]

Only entity whiech knows the transform F,
can take intended data carried by p. An
enciphering or deciphering is an example
of F,.

Let us consider the secure communication
among entities in the cluster.

[Definition] A ecluster C is said to be
secret iff every PDU broadcast by one
entity E, in C is correctly received by
only entities in C including E,.[]

In the secret cluster,
side C cannot correctly
broadecast by entities in C.

any entity out-
receive PDUs

[Definition] A cluster C is said to be
authentic iff only PDU broadeast by one

entity E, in C can be correctly received
by an entity in C.[J
In the authentie ecluster, any entity

outside C cannot broadecast to entities

in C.

[Definition] A cluster ¢ is said to be

secure iff ¢ is both <ecret and authen-
tie.
That is, in the secure cluster C, PDUs

broadcast by only entity in C are al-
lowed to be received by only and all the
entities in C. The PDUs broadcast in C
cannot be received by entities outside
C. Also, entities outside C cannot
broadecast PDUs to the entities in C as

if they were in C.
[Definition] A cluster C is said to be
established iff all and only the en-

tities

dJ

in C know a common secret key K.

The secret key K is said to be a cluster

key of C. An algorithm by which a
cluster is established among multiple
entities is a cluster establishment pro-

cedure. After the cluster C is estab-
lished, it is clear that the cluster is
secure because PDUs in C are encrypted
by using the secret key K and only en-
tities in C know K. Problem is how to
establish the cluster C among multiple
entities E;,...,E, in the presence of at-
tackers. Attackers are entities which
are outside the cluster C but try to
join C by pretending entities in C. We
formalize the authorization of proper



entities in C.

Let EE be a set of all the (N) entities,
TT be a set of all the (N) titles, and
AA be a set of all the (N-1) addresses.
Let CC be a set of possible clusters on
EE, i.e. CC « 2t€, We define Name be a
funetion from CC x EE into TT. For a
cluster C in CC and an entity E, in EE,
Name(C, E,) gives a title which E, uses
as its title in C. Name(C, E,) may not
be the same as Title(E;). In this case,
E, is malicious in the cluster C.

[Definition] Let C be a cluster and E,

be an entity. E, is said to be proper in
C iff Title(E;) = Name(C, E,). E, is said
to be malticious in € iff it is not
proper in C.[]

That is, an entity E, is proper if it
uses its own title in C. Malicious en-

tities pretend to be another proper en-
tities by using a title of another en-
tity. For C, if there exists a malicious
entity E, which pretends to be a proper
entity E,, E, is said to be pretended and
E, a pretending entity, i.e. for some E,,
Name(C, E,) = Name(C, E,). Note that the
pretended entity can receive PDUs
broadcast by the pretending entity.

be a domain

For a cluster C, let Dom(C)

of C, which is a set of entities which
try to join C, i.e Dom(C) = { E, |
Name(C, E,) € C}. While the cluster 1is

being established, there are two kinds
of entities in Dom(C). Ones are active
entities, which request the other en-
tities to join C. The others are passive
entities, which wait for the request by
the active entities. Let Active(C) be a
set of active entities in C and
Passive(C) be a set of passive entities
in C. Since every entity can play only
one role, i.e. either passive or active,
in C, Dom(C) be a direct union of
Active(C) and Passive(C), i.e. Dom(C) =
Active(C) + Passive(C).

[Definition] Let C = <T;,...,T,> be a
cluster. A proper domain of C, Pdom(C),
is a set of proper entities of C, i.e.

Pdom(C) = { E, | Title(E,) = Name(C, E,)
e C}.[O

[Definition] Let C be a cluster. A
domain of C, Dom(C), is said to be
secure iff Dom(C) = Pdom(C). Dom(C) is

said to be establishable iff Dom(C) <

Pdom(C) and Active(C)Nn Pdom(C)+# ¢ .
Dom(C) is said to be unestablishable iff
it is not establishable.[]

[Definition] A cluster establishment
procedure is complete iff it can estab-
lish a secure cluster on only and any
establishable domain.[]

If there are all the proper entities in
the domain Dom(C) and at least one
proper entity is active, i.e. Active(C)

N Pdom(C)+ ¢ , the complete cluster es-
tablishment procedure can establish a
cluster C on Dom(C). For example, if all
the active entities are malicious, any
complete cluster establishment procedure
never establishes the cluster.

4. CLUSTER ESTABLISHMENT PROCEDURE
We present our complete cluster estab-
lishment procedure named CEP.

4.1 Reliable Broadcast Network

Our cluster establishment procedure
takes advantage sof the reliable broad-
cast communication protocol [TAK87a,b,
88b] provided by the underlying com-
munication network. Our communication
system provides a reliable broadcast
communication among multiple entities.

[Reliable Broadcast (RB) Service] Every
PDU broadcast by an entity can be
received by every entity.[]

That is, lost and duplicate PDUs never
occur in the reliable broadcast service.
Fig.3 shows an example of the reliable
broadecast service.

E, . E, . . E,

b |D b |B B

a |e c c

Fig.3 Reliable Broadcast Service
4.2 Basic Protocol
First, we make the following assump-
tions.

[Assumptions]
(1) Every entity E, has a secret key §,



and a public key P,.

(2) Every entity does not know where en-
tities exist, i.e. addresses of en-
tities except itself.

(3) Every entity knows titles of all the
entities.

(4) Every entity knows publiec keys of
all the entities. For each title T,
let P, be a publie key of an entity
whose title is T.

(5) Every entity is always active. That
is, it never fails and always opera-
tional.[

Active entities request entities to join
the cluster by using their titles but
not addresses. In turn, on receipt of
the requests, passive entities know the
titles of entities which transmit them.
Problem is that some malicious entity
may use a title of another proper en-
tity. Hence, in the cluster estab-
lishment procedure, each entity has to
identify the addresses of the proper en-
tities.

For an encryption or decryption Y, we
assume that Y(<v,,...,v.>) = <KY{(
Vi)yeee,Y(V,)>. Also, we assume that
every entity has a bijective function F
such that for any tuple t = <v;,...,V.>
of values, F(t) gives a secret key K.
Every entity E, has n variables t;
yeoeytn, which are initially set to

NULL.

E,

t ime

Fig.4 Basic Protocol

[Basic Procedure]

(1) An active entity E, broadcasts a
OPEN PDU p where p.DATA= S,(<P,
(ty)ye..,P(ty)>), p.SRC = T, and p.DST
= <T;,+..,Tq> to all entities. Here,
T, = Name(C, E;) (for j = 1l,...,n). t,
is a random number generated by E, or
a local clock of E,.

(2) When E, receives the OPEN or POPEN
PDU p from T,, where p.DATA = <a,
yeaeesdn>, if Title(E,) is inecluded in
p.DST, then E, accepts p and t; = 5,
(P,(a,)). Set t, to a number. E, broad-
casts a POPEN PDU p where p.DATA = S,
(KP(t,), .00, Pa(t,)>).

(3) On receipt of the OPEN or POPEN PDUs
from all the entities, E, broadcasts
an OPENED PDU p where p.DATA = S,
(KPi(ty), e e, Po(ty) D).

(4) On receipt of the OPENED PDUs from

all the entities, E, gets a secret
cluster key K = F(<t;,...,t,>). The
cluster is established.[]

In our basic procedure, a cluster can be
established for multiple active en-
tities. In the step (3), it is sure that
every entity in C agrees with the same
tuple of numbers, <t,,...,t.>. Hence, the
entities have the same secure key K =
F(<ty,ena,td),
4.3 Procedure in the Presence of At-
tackers

Now, we consider cases that various at-
tackers try to join the cluster. In or-
der to take into account the presence of
the attackers, we elaborate the basic
procedure. Every entity E, has the fol-
lowing variables.

t, = the random number
receives from E,.

RT, = a set of tuple <A, t, type>
where A is an address of the entity
whose title is T,, t is its random
number, and type is either Active
or Passive.

RT = <RT,,...,RT

TYPE = Active if E,
wise Passive.

which E,;

ia active, other-

Also, for a tuple t = <v,,...,v.>, let
t[j] denote the j~th element v, of t.

Our secure cluster establishment proce-
dure CEP is shown as follows.

[CEP Procedure]

(1)[Active Entity E,] E, sets t, to a
random number, every other variable t,
to NULL (for k= 1,...,n, k# j), and
Active to TYPE. E, broadcasts an OPEN
PDU p where p.DATA = §,(<P,
(ty),...,P(t;)>). E, waits for OPENs or
POPENs from all the entities.

(2)[Passive Entity E.] On receipt of the



OPEN PDU p where p.SRC = T,, E, gets
the number u, = S, (P,(p.DATA)[i]).
TYPE = Passive. RT, = RT, U {<p.ADDR,
u,, Active>}. E, broadcasts a POPEN
PDU p where p.DATA = S, (<P, (t),
veeyP(ty)>) and p.SRC = T,. E, waits
for the OPENs or the POPENs from all
the entities.
(3)[Passive or
receipt of the OPEN or
where p.SRC = T,,

Active Entity E,] On
POPEN PDU p
if T, Title(E,), E,

gets u, = S, (P, (p.DATA)[h]). RT, = RT,
U {<p.ADDR, u,, type>} where type =
Active if T, is active, otherwise
Passive. If T,= Title(E,), then p is
neglected.

(4)[E, receives all OPENs or POPENs] On

receipt of the OPENs or POPENs from

all the titles in the cluster, E,
waits in a prefixed time. When E,
times out, E, broadcasts an OPENED

PDU p where p.DATA =
e, PL(RT)>) .

(5)[On receipt of OPEN PDU p] Let T be
p.SRC and A be p.ADDR, and RRT, =
S.(P; (p.DATA)[h])[j] (for j=1,...,n).
(5-1) If RRT, does not ineclude
<Address(E,), t,, TYPE>, E, neglects p
and removes every tuple whose address
is p.ADDR from RT, because the en-
tity of p.ADDR is not proper.

(5-2) If RT, N RRT,# ¢ , p 1is
neglected like (5-1).

S, (<P, (RT),

(5-3) For every j, RT, = RT, & RRT,.
If some RT, is empty, E, aborts.

(6) On receipt of all the OPENs, every
RT, is a singleton in E,. If all the

tuples in RT are passive, E, aborts
the cluster. Otherwise, let K be
F(<t,,...,t>) where t, is included in
RT, for j = 1,...,n.[]

E;~~~®"‘ Ex
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POPEN(9) |— POPEN(7) : |
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MY
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Fig.5 Passive Attacker

4.4 Completeness

We show that the procedure is complete.
First, suppose that there is some mali-
ecious passive entity E, who pretends to
be a proper entity E,. Some active en-
tity E, broadcasts the OPEN PDU which
carries the random number t,. Since E,
knows the secret key S,, it can gets t,.
However, E, cannot get it. E, broadcasts
its random number t,, and also E, broad-
casts t,. The other proper entity E,
receives two number t, and t, from the

title T,. It cannot decide which is
proper. RT, includes {<A,, t,, Passive>,
<A,, t,, Passive>}. After receiving the

OPEN or POPEN PDUs from all the titles
in the ecluster, every entity broadcasts
the OPENED PDU. E, receives the OPEN PDU
p from E,. Sinece RRT, in p includes t,, E,
finds that the entity E, whose address

is p.ADR is malicious. Thus, malicious
passive entity can never join the
cluster.

@D s Ey B E.

: .

WDPEN(‘?) -

; 4 3

POPEN (9) | ~“POPEN (8)% ]
AT " SRR

f OPENED (., {<A4,3,A>,
<A, 8,P>) ...
(<A, 9,P>,.)

time

Fig.6 Active Attacker

Next, let us consider a case that there
exists some active attacker. Suppose
that an entity E, is active and pretends
to be a proper entity E,. First, E,
broadcasts an OPEN PDU p. Every entity
E, receives p and gets some number tt,,
by deciphering p.DATA. Since E, may
broadcast arbitrary number, each entity
may get different number. Also, since E,
does not know the secret key of E,, E,
does not know the numbers which every
entity E, receives from E,. E, broadecasts
its number t, and E, broadcasts t,. Thus,
E, receives two numbers tt,, and t, from
the entities of address Address (E,) and



On receipt of
from all the

Address(E,), respectively.
the OPEN or POPEN PDUs
titles in the eluster, every entity
broadcasts the OPENED PDU. If E, broad-
casts the OPENED p, every entity E;
finds that E, is malicious and E, is
proper. I1f E, does not broadcast any
PDU, every entity times out and finds
that E, is malicious. In both cases, E,
cannot get the cluster key K since it
cannot know any numbers of the entities.
Thus, if some active entity E, is mali-
cious and pretends to be another proper
entity E,, every proper entity E, includ-
ing E, can find which entity, i.e. E, or
E., is proper. Here, if all the active
entities are malicious, the cluster is
not established by the procedure (6).
The cluster cannot be established unless
there is at least one active proper en-
tity. This means that the cluster is
never established maliciously although

no entity in the cluster want to join
it.

As stated above, it is clear for the
following proposition to hold.
[Proposition] The CEP procedure is com-

plete.

4.5 Performance

terms of
First, we
In our pro-

The protocol is evaluated in
time and PDU complexities.
consider the PDU complexity.
cedure, every entity broadcasts two
PDUs, i.e. either OPEN or POPEN, and
OPENED PDUs. Let n be the number of
proper entities, i.e., the cardinality of
the cluster, and m be the number of
malicious entities. The maximum number

of PDUs broadcast to establish the
cluster is 2%(n + m), and the minimum
number is 2*n.

Next, let us consider the time com-
plexity. Here, we define a round to be a
maximum delay time when a PDU trans-
mitted by one entity is delivered to
every entity. At the best case, the
cluster can be established by 3 rounds.

We consider the length of the PDU. The
length of the OPEN and POPEN PDU is
O(n). The length of the OPENED PDU is
O¢(n+m)*n).

5. CONCLUDING REMARKS

In this paper, we present a protocol
whiech creates a secure communication
group named a secure cluster among mul-
tiple entities by using a broadcast com-
munication service like the Ethernet. In
the broadcast network, every entity can
receive PDUs broadcast by every entity.
Malicious entity can receive PDUs broad-
cast and broadecast PDUs as another en-
tity. In the presence of these attacks,
we have showed a complete protocol named
CEP which ean establish a secure cluster
among multiple entities based on the
publie key system.

At present,
secure cluster on
able broadcast
[TAK87a,b, NAK].

we are implementing the
the top of the reli-
communication system
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