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Abstract: In a large scale distributed environment or large open networks like WIDE Internet, an
authentication system is a fundamental building block for providing security mechanism. We have de-
veloped a trusted third-party authentication system called SPLICE for the WIDE Internet. However, in
view of its operation in large open networks, its management structure and cipher should be improved.
Therefore, we started to develop new authentication system called SPLICE-II based on our experiments
in the operation of SPLICE. We introduced the authentication protocol based on a conventional en-
cryptosystem which was originally proposed by Needham et al. Furthermore, its management scheme
is adequate to operate it in large open networks. This paper describes the design of SPLICE-II, and its

implementation.
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