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Access Control for Inter-Organizational Computer Network Environment

Masato Terada *1,*3  Seiji Yoshihara *1,*4 Yuko Murayama *2
Information - Technology Promotion Agency, Japan (IPA) *1
Faculty of Information Sciences, Hiroshima City University *2

The Internet has evolved to interconnect various networks on an organisational basis, rather than just on a
network basis as in its original form. Since the original protocol architecture was motivated to seek out for
connectivity, which makes it difficult to incorporate access control. We challenge this issue to tackle a problem;
how one can provide a transparent network environment to users, while preserving security in each organisation
with firewalls.

We define the User Access Domain to provide user-level grouping, and the Access Domain Contorol Layer to
support such user level domain over the organisational networks with firewalls.
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