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In distributed applications, a group of multiple objects are cooperated to achieve some objectives by
sending messages through communication networks. An object is modeled as a pair of data structure and
a collection of operations. In the cooperation among multiple objects, it is important to prevent from the
illegal information flow among the objects. In this paper, we would like to discuss an object-based access
control model to deal with the information flow in the presence of more abstract, application-oriented
operations than read and write operations. We furthermore would like to propose a new purpose-oriented
access control model which takes into account the purpose for which subjects access objects by operations
of the objects.
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1 Introduction

Current information systems are composed of
clients and servers interconnected by communica-
tion networks. The application programs in the
clients access the resources in the servers. Units
of resources in the system are named entities. En-
tities which support other entities with some ser-
vices like the database servers are named objects.
On the other hand, entities which manipulate the
objects like application programs in the clients
named subjects. In the information system, the
objects have to be assured to be securely accessed
by the subjects. In this paper, we assume that the
communication network is secure, e.g. by using
the encryption technologies {11]. It is important
to consider which subject can access which object
by which operation in the access control model.
An access rule is given in a tuple (s,0,t) which
means that a subject s can manipulate an object
o through an operation type t [6,10]. The system
is referred to as secure if and only if (iff) every ob-
ject is only accessed according to the access rules
specified by the authorizer in the system. How-
ever, the illegal information flow between subjects
and objects cannot be protected by the access con-
trol model if the subject accesses transitively in-
formation in the objects or the access rights are
granted discretionarily.

The information flow model [6] aims at protect-

ing from the illegal information flows among the
entities. One security class is given to each entity
in the system. A partially ordered information
flow relation — among the security classes is de-
fined to denote that information in one class s;
can flow inlo another class s, (written as s; —
s2). A set of the entities partially ordered by the
information flow relation — is represented in a lat-
tice [7]. In the mandatory access control model [9],
the access rule (s, 0,t) for each subject s and ob-
ject o is specified so that the information flow re-
lation between s and o is not violated. For exam-
ple, if s reads o, the information in o flows into s.
Hence, s can read o if the security class of o can
flow to the security class of 5. In the mandatory
access control, only read and write operations are
considered as the access types of the objects.

The information system is composed of multi-
ple éntities. The entities mean units of resources
in the system. Databases, programs, and users are
examples of the entities. Each entity is composed
of abstract data structure and abstract operations
for manipulating the data structure. The enti-
ties are manipulated only through operations sup-
ported by themselves. In addition, the operation
computed in an entity may invoke operations on
other entities, i.e. nesied operations. In this pa-
per, we would like to discuss non-discretionary ac-
cess models showing how the information is flow-



ing from operation to operation in the entities.
First, we would like to propose an objeci-based ac-
cess control model to prevent from the illegal in-
formation flow among the entities. The operations
are classified into four types from the information
flow point of view. The object-based access rules
are defined based on the operation types. Next
point is that the basic and mandatory access con-
trol models do not discuss for what the subjects
manipulate the objects by the operations. For ex-
ample, s may read data in o in order to just pass
the data to another object o’. Here, we do not
need to consider the information flow from o to
s. Thus, it is essential to discuss the purpose of
s to access o by t in this paper. In this paper,
we newly discuss a purpose-oriented access con-
trol model where the access rules specify for what
each subject s manipulates an object o by an op-
eration ¢ of o so as to keep the information flow
legal. The purpose of s to access o by ¢ is modeled
to be what operation of s invokes ¢ to manipulate
0.

In section 2, we overview the access control
models. In section 3, the object-based access con-
trol is discussed. In section 4, we discuss the
purpose-oriented access control model.

2 Access Control Models
2.1 Basic model

In the basic access control model [6], the system
is composed of multiple entities. There are two
roles of which the entities play, i.e. subjects and
objects. The access to the entities is modeled so
that a subject s manipulates an object o by an
operation t. Let S, O, and T be sets of subjects,
objects, and types of cperations in the system,
respectively. An access rule is specified in a tuple
(s,0,t) € S x O x T, which means that s € S can
manipulate o € O by t € T. The system is secure
iff every object is only accessed so that the access
rules are satisfied.

For example, suppose that the authorizer speci-
fies the access rules (A, F, read), (A, G, write), and
(B,G, read) meaning that a subject A can read
records in a file F' and write records in G, but B
cannot read records in F while being able to read
records in G. If A reads some record d from F and
writes d to G, B can read d from G without ac-
cessing F'. That is, the information in F illegally
flows to B. Thus, the illegal information flow be-
tween subjects and objects cannot be protected
by the basic access control model.

2.2 Lattice-based model

The lattice-based model [6,9] is proposed to
keep the information flow legal in the system.
Here, one security class is given to each entity.
Here, let E be a set of entities and S be a set of
security classes in the system. For each ¢; in E, let
A(e;) denote a security class of e;,1.e. A: E — S.

The legal information flow among the entities
is denoted by the can-flow relation “—” [6].
[Definition] For every pair of security classes s,
and sy in S, 51 can flow to sy (s; — s3) iff the
information in an entity of a class s; can flow into
an entity of s,.0

51 and sy are equivalent (s1 = s2) iff 51 — s2
and s; — s;. For every security class s; in S,
s; = s;, 1.e. — 1s reflexive. In addition, — is

transitive. For example, suppose that there are
three classes, top secret, secret, and unclassified
in S. Suppose that one file entity A is in a class
secret and another file B is in a class unclassified.
There is an information flow relation among the
classes in S, unclassified — secret-— top secret.
Here, the information in B can be stored in A
although the information in A cannot be stored
in B.

By using “—>”, the dominant relation “<”
among the security classes is defined as follows.

[Definition] For every pair of security classes s;
and sz in S, s; < s2 iff 51 — s3 but 59 A 51.0
Here, s; dominates s; (51 X s3) iff 51 < 83 or
§1 = 8§3. 81 = 83 means that s, 1s more sensitive
than s;. For example, unclassified < secret < top
secret. If 51 < s9 or sy < 51, s; and s9 are com-
parable. If neither s; < sy nor s3 > s, 51 and s3
are not comparable (54 ﬂsz). No information flow
is allowed among s; and sj if 51 || s2. Here, sup-
pose that there are two entities e; and e in E.
If A(e1) < A(ez), the information in e; can flow
into e; but the information in e; cannot flow into
e1. A partially ordered set S with < is given in a
lattice (S, <,U, N) [7] where U and N are the great-
est lower bound (gib) and the least upper bound
(lub), respectively. For two entities e; and €3 in
E, the information in an entity e can flow to both
e; and eg if A(e) < A(e1) N A(ez). e can get the
information in e; and ez if A(e1) U A(e2) < A(e).

In the mandatory access control model {1, 9],
the access rule is defined based on the dominant
relation <. Here, there are two roles of entities, i.e.
subjects and objects. We have to decide whether
or not a subject s can manipulate an object o by
an operation £. A(s) and (o), are the security
classes of s and o, respectively. There are three
types, T = {read, write, modify}.

We would like to consider if a subject s could
manipulate an object o by an operation ¢ in T'
from the information flow relation between s and
o. If s reads o, the information in o is derived
and taken by s, i.e. the information in o flows to
s. Hence, it is required that A(s) = A(0) be held
for s to read 0. Next, if s writes o, the data of
s is stored in o, i.e. the information in s flows to
o. Hence, A(s) < A(o). Lastly, the modification
of 0 means that s reads data from o, changes the
data, and writes the changed data into o. Hence,
A(s) < A(0) and A(s) = (o), i.e. A(s) = )\go). In
the mandatory access control model, the following
access rules are defined so that < is not violated.
[Mandatory access rules] Suppose that a sub-
ject s would manipulate an object 0. The access
rules are specified as follows :

(1) s can read o only if A(s) = A(0).

(2) s can write o only if A(s) % A(0).

(3) s can modify o only if A(s) = A(0).0

For example, secret or top secret persons can read
data in an unclassified file, but unclassified per-
sons cannot write a secret file. The secret file can
be modified only by secret persons. Neither top



secret nor unclassified persons can modify the se-
cret file.

3 Object-Based Access
Model

In the mandatory access control model, only
read and wrile operations are considered for sim-
ple objects like files and relational databases. In
this paper, we consider a system which is com-
posed of multiple objects, where each object sup-
ports data structure and more abstract operations
for manipulating the data structure than read and
write. Each object o; is encapsulated so that o;
can be accessed only through the operations sup-
ported by o;. For example, the schedule object
supports a booking operation which is internally
realized by read and write accessing the internal
data structure like tables. The users can manip-
ulate the schedule object only by using booking,
but not by read and write. In this paper, we
would like to newly discuss an object-based access
control model for the objects supporting more ab-
stract, application-oriented complex operations.

First, suppose that a subject entity s manip-
ulates an object entity o;. If an operation op;
of o; does not invoke any other operation, op; is
unnested. First, we assume that all operations in
the system are unnested. In the traditional client-
server systems like the database systems, the ap-
plication programs in the clients manipulate the
objects in the servers through the unnested opera-
tions like SQL [11]. The subject s sends a request
message ¢ of op; to o0;. On receipt of the request
message ¢, o; computes op;. Then, o; sends the
response r back to s. ¢ is the input of op; and r is
the output of op;. In addition, op; may change the
state of o; by using the input. Here, the informa-
tion in s may flow into o; if the request ¢ carries
some data in s. op; may derive the data from o; as
the output. Here, the information in o; may flow
out to s if r carries the data derived by op; from
0i. Thus, it is important to think about the input
and output of op; to make clear the information
flow relation among s and o;. Each operation op;
of o; is characterized by the following points:

(1) input data (L) to op;,
(2) output data (O;) from op;, and
(3) state transition of o; by op;.

Control

The input data I; exists if some data flows from s
to 0;. The output data O; exists if some data in O;
flows out to s. In this paper, we assume that the
communication among the subjects and objects
are secure. In addition, each object o; is encap-
sulated so that o; can be accessed only through
the operations supported by o;. This means that
only the information stored in o; can flow out from
o; and the information in subjects can flow to o;.
Hence, it is important to discuss whether or not
the operations change the state of o;.

We would like to classify the operations of the
objects into the following types from the informa-
tion flow point of view {Figure 1]:

(1) non-flow (NF),
(2) flow-in (FI),
(3) flow-out (FO), and

(4) flow-in/out (F10).

Here, let type(op;) denote a type of op; of o;, i.e.
type(op;) € {NF, FI, FO, FIO}. In the NF opera-
tion op;, there is no information flow from and to
0;. In addition, op; does not change the state of
o;. That is, there is no information flow between
o; and s. Even if I; exists, no information in s
flows to o; unless op; changes the state of 0;. Sim-
ilarly, no information in o; flows out to s unless
O; is derived from o;. If op; is realized by read
or write, op; reads data from o; or changes o;. In
addition, some data may be carried to op; from s.
However, unless the data is brought to or from o;,
there is no information flow from s to o.

The FI operation op; changes the state of o; by
using the input data I;. o; is updated by using
I; which includes information in s. Hence, the
information in s may flow into o;. write is an
example of the FI operation.

The FO operation op; does not change the state
of 0;. Since the cutput data O; includes the infor-
mation in o;, O; carries the information in o; back
to's. Here, the information in o; may flow to s.
read is an example of the FO operation.

Finally, the F1O operation op; changes the state
of o; by using the input data I;. In addition, op;
sends the output data O; including the informa-
tion in o; to s. The information in s may flow into
o0; and then the information in o; may flow out to
s. modify is an example of the FIO operaticn.

We introduce the following object-based access
rules so that the information flow between s and o;
is not violated. Here, suppose that s manipulates
o0; by an operation op; supported by o;.
[Object-based access rules]

(1) type(op:) € {NF, FI} only if A(s) < A(0:).
(2) type(op;) € {NF, FO} only if A(s) > A(o;).
(3) type(op;) € {NF, FI, FO, FIO} only if A(s) =

[]] .0 .

The types of the operations and the security

class of the object are specified when the objects
are defined based on the semantics of the objects.
Each time o; is accessed in op; by s, the access
rules are tested to be satisfied by using type(op;)
and A(o;). If op; satisfies the access rule, op; is
allowed to be computed in o;.
[Example] We would like to consider an example
of a bank object b accessed by a person s. The
bank object b supports operations deposit, with-
draw, check, and transfer. deposit and withdraw
are FI operations because the state of b is changed
by using the input data. If A(s) < A(b), s can
deposit to and withdraw from b. check is an FO
operation because the output data is derived from
b. If ).%3) = A(b), s can check b. transfer is an FIO
type. If A(s) ='A(b), s can transfer in b.

4 Purpose-Oriented Access Control
Model

4.1 Information flow

In the access control models like the mandatory
access control model and object-based access con-
trol model, it is not discussed for what a subject s
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Figure 1: Information flow
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accesses an object o; by a type ¢; of operation. In
the access control model, a subject s accesses an
object o; through an operation ¢; if an access rule
(s,0:,1;) is authorized in the system. The subject
s may just forward another object the information
obtained from the object o;. In the object-based
access control model, s may just pass o; the data
obtained from another object o; by the FI oper-
ation op;. We assume that each entity e; is so
secure that e; can be only accessed by the opera-
tions supported by e; and the operation are secure.
The data in e; cannot be accessed by the lows-level
operations like read and write. Thus, even if the
data d in one entity e; flows to another entity e;,
it is meaningless to consider the information flow
from e; to e; if d is neither derived from e; nor
stored in e;. If some data from e; is stored in e;,
the data may flow out to another entities which
access e;.

Suppose that an entity e; manipulates e;; by
issuing an operation op;; to e;;. It is important to
discuss for what e; manipulates e;; by using op;;
of e;; in addition to discussing if e; can manipulate
eij by opi;. In this paper, we would like to discuss
a new kind of the mandatory access control model
named a purpose-oriented access control model by
taking into account for what e; manipulates e;; by
opi; .

The entity e; is modeled to manipulate e;;
by an operation op;; while computing an opera-
tion op;. That is, op; in e; invokes op;; in e;;.
This is a nested operation. Thus, the purpose
of e; for manipulating e;; is modeled to show
by which operation in e; invokes op;; to manip-
ulate e;;. Hence, the access rule is written in a
form (e; : opi,e;; : opi;) in the purpose-oriented
model while the access rule (e;, e;j, op;;) is spec-
ified in the access control models. Here, the ac-
cess rule (e; : op;,e;; : op;j) means that e; can
manipulate e;; by op;; if e; is computing op;.
For example, suppose that there are two entities
person and bank. Suppose that an access rule
(person : house-keep,bank : withdraw) is spec-
ified for two entities person and bank. person can
withdraw money from bank only for the house-
keeping. However, person can withdraw no money
from bank if person would go shopping. If the ac-

cess rule (person,bank, withdraw) is specified in
the mandatory access control model, person can
withdraw money from bank independently of why
person accesses benk. Thus, in the access rule
(ei : opi,eij : opij), opi shows the purpose why s
accesses to o;; by op;;. Here, e; and e;; are named
parent and céild entities of the access rule, respec-

tively.
al TN ﬁg
{ op, \.
B, o,
B, o,
e.

Figure 2: Input and output in op;

Here, suppose that an entity e invokes an oper-
ation op; in an entity e;. op; further invokes oper-
ations opi1, .. .,opil; where each op;; is computed
in an entity e;; (j = 1,...,1;). An operation op;
in the entity e; communicates with entities e and
e;; while transferring data to/from the state of e.
Hence, op;; is modeled to be a collection of three
kinds of inputs a;, a3, and a3, and outputs 3,
B2, and (3 as shown in Figure 2. Here, o; means
the input data I; from the entity e to op;. For
example, the request of op; carries the input data
I; as a;. i means the output data O; to s. The
response of op; is an example of §;. B2 shows that
the state of e; is changed by using data carried by
B2. For example, the data denoted by 5 is stored
In e;. az means that the information stored in e;
is derived to op;. The output S3 means that some
data is output to e;;. For example, the request of
another operation op;; with the input data I;; is
sent to e;;. aa shows that some output data O;; is
carried to e; from e;;. For example, the response
with the output data is sent from the operation
Opij -

op,

op, op,.

(1) Direct

(@) Indirect €5
Figure 3: Information flow

We have to consider the following kinds of in-
formation flow :

(1) information flow between e; and e;; ([Fig-
ure 3(1)] and

(2) information flow between e;; and e; [Fig-
ure 3(2)].

(1) is named a direct or parent-child information
flow. The information flows between the parent e;
and the child e;;. (2) is named an indirect infor-
mation flow. Figure 3 shows that the information

— 80—



in e;; flows to other e, via e; but there is neither d
direct flow between e; and e;; nor between e; and
eix. For example, op;; derives the data from €.
op; receives the data from op;; and just passes the
data to op;x. opix stores the data in e;;. In ad-
dition, suppose that op;; invokes op; and that op;
invokes op;; where op; just passes the data from
op;; to op;r. This is also a case of the indirect
information flow.

4.2 Direct information flow

The information in the parent e; may flow to
the child e;; and vice versa. For example, if op;;
outputs the data derived from e;; to e; and op;
changes the state of ¢; by using the data derived
from op;;, the information in e;; flows to e;. First,
we woul]d like to discuss the direct information
flow. There are kinds of operations, i.e. NF, FI,
FO, and FIO as presented mn the object-based ac-
cess control model. However, the parent-child re-
lations as shown in Figure 2 are not taken into
account since the operations are unnested. We
have to consider the relation between the output
B1 of op; and the input a; of op;; and between the
output B3 of op;; and input ag of op;.

Each operation op; in o; with a child op;; in o,;
is characterized to be in a form ; Jwij. ™ means
the type of op; with respect to the input a; and
output B; with the child e;; as discussed in the
object-based access control. As shown in Figure 1,
m; € {NF, FI, FO, FIO}. For example, if m; 1s FO,
op; sends the data in e; to the child e;; through
Pa. w;j is defined for the input a3 and t‘le output
B3 of the child entity e;; with e; similarly to ;, i.e.
wi; € {NF, FI, FO, FIO}. Here, m; and w;; are
named the parent type of op; and the child type of
op;j, respectively. In the direct information flow,
op; in ¢; manipulates e;; by op;;, i.e. op; invokes
op;j. For example, in the type FO/FI, the output
derived from e; by op; flows to e;; through op;;.

There are kinds of relations between op; and
op;; as shown in Figure 4. Let 7; and w;; be the
output type of op; and the input type of op;;, re-
spectively, where op; invokes op;j. The access con-
trol rules for a pair of the parent e; and the child
e;; are specified as follows.

[Direct access rules] [Figure 4]

(1) m:/wi; € {FO/FI, FO/FIO, FIO/FI} only if
Aes) 2 Meij).

(2) m;/wi; € {FI/FO, FIO/FO, FIO/FO} only if
Aes) = Aeij).

(3) 1r,-/w,~j € {FIO/FIO} only if A(C,’) = /\(e;j).D

For example, if the type m;/w;; of op; and op;;
is the FO/FI type as shown in Figure 4(1{, the
information in the parent e; flows to the child e;;.
Hence, A(e;) < A(eij). In the FI/FO type [Fig-
ure 4(4)], the information in e,; flows to e;. Hence,
A(e;) = A(ei;). In the FIO/FIO type [Figure 4(7)],
the information in e; flows to e;; while the infor-
mation in ¢;; flows to e;. Hence, A(e;) = M(ei;).

4.3 Indirect information flow

Next, we discuss the indirect information flow.
Suppose that there are three entities o;, 0;;, and

j}ﬁ
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Figure 4: Direct information flow

o supporting operations op;, op;;j, and op;i, re-
spectively. One case is that op; invokes op;; and
op;k. This shows an inter-child information flow.
There is another case that op;; invokes op; and
then op; invokes op;;. There i1s a transitive infor-
mation flow. We discuss how the information is
indirectly flowing among the entities e;; and ez
via the entity e;.

We discuss the indirect information flow by
using the input-output types m;/wi; and m;/wir.
Suppose that ;/w;; is FO/FIO and m;/w; is
NF/FIL. The data in e;; and e;; are brought into
e;. Hence, the information may flow from e;;
to e; via e; if the data from e;; is stored in e;
and the data in e; is read by e;;. This case can
be discussed in the combination of two direct re-
lations 7r,'/w,',- and m;/wik, le. /\(e,-j) < /\(e;k)
since A(ei;) = A(e;) and A(e;) =< A(esr). There-
fore, we have to discuss a case that the informa-
tion flowing from e;; or e;x to e; is not stored
in e;. Figure 5 shows the possible information
flows among the child operations op;; and op;i
through the parent op;. For example, in Fig-
ure 5(a), m; /w;; is NF/FIO and w; /w;; is FO/FO.
No information in e;; and e; flows into e; while
op; sends the data in e; to op;;. Here, the infor-
mation in e;; flows from e; to e;; via e;. Hence,
Aceik) = A(eij) has to be held while any dominant
relation with e; is allowed. In Figure 5(c), m;/w;;
is NF/FIO and m;/w; is NF/FO. Here, the infor-
mation in e;; flows into e;; and vice versa. Hence,
/\(6,']") = )\(eik).

When considering the indirect information flow
between e,; and e, it is critical to discuss which
operation op;; or op;: precedes the other in e;.
For example, in Figure 5(a), unless op; invokes
opi; after op;i, there is no information flow from
op; to op;;. However, it is difficult, even impos-
sible to know the precedence among op;; and op;y



because the data flow relation in op; has to be ana-
lyzed. Hence, in this paper, we assume that every
operation invoked in op; is interrelated, i.e. there
is assumed to be some information flow between
op;; and op;x in op;.

Now, we discuss the access rules for the indirect
information flow. The access rules on op;; of e;;
and op;p, of e;p, for op; of e; are specified asll llows.
[Indirect access rules]

(1) m/wij € {NF/FIO, FI/FIO, FO/FIO,
FIO/FIO} and m;/wix € {NF/FIO, FI/FIO,
FO/FIO, FIO/FIO} only if A(ei;) = Aleir).

(2) m/w;; € {NF/FI, NF/FIO, FI/FI, FI/FIO}
and m; /w;z € {NF/FO, NF/FIO; FO/FO,
FO/FIO} only if A(ei;) = A(eix).

(3) m/wi; € { NF/FO, NF/FIO, FO/FO,
FO/FIO } and m;/wi; € {NF/FI, NF/FIO,
FI/FI, FI/FIO} only if A(ei;) = Aleix). O
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Figure 5: Indirect information flow

For example, if m;/w;; = NF/FI and m;/wix =
NF/FO, the information in e;; flows to e;x. Hence,
A(ei;) 2 A(eir) has to be held while there is a
dominant relation neither between e;; and e; nor
between e;r and e;.

Suppose that op; in the entity e; invokes op;;
and op;j in the entity e;; further invokes op;jx in

an entity e;ji. If op;; and opiji are in NF/FO or
NF/FIO, the information derived from ejj; does
not flow into e;;. If e; and e;; are in FI/NF or
FIO/NF, the information passed from e;;z may
flow into e;. Here, A(e;) > A(ei;x) has to be
held while there is neither information flow rela-
tion between A(e;) and A(e;;) nor between A(ei;)
and A(e;jx). The inter-child access rules can be
adopted by replacing e; with e;;, e;; with e,
and e;; with e;.

5 Concluding Remarks

Each entity supports more abstract operations
than read and write and where the operations are
nested. In this paper, we have discussed how to
keep the information flow among the entities legal.
In this paper, we have discussed the object-based
access control model for the system composed of
subject and object entities where operations are
not nested. In addition, we have proposed newly a
purpose-oriented access control model which takes
into account for what an entity manipulates other
entities. In this paper, the purpose is represented
in an operation of the subject entity which invokes
the operations of other entities.
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