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Digital Image Scrambling Method for Copyright Protection
HirosHr FUJIIt and KAzuHiko KUSHIMA

During the distribution of digital images, protection against piracy is important because it
is easy to duplicate digital data without deterioration and to spread pirated versions through
networks. This paper presents a method for scrambling image data encoded in JPEG. Our
method uses a cipher algorithm for data transformation. Its high-speed transformation enables
real time descrambling, thereby preventing illegal copying. Using our method, scrambling can
be controlled by the intra-block parameters, density and area. The method also allows a
single image to be scrambled a number of times using different scrambling keys. Multiple
scrambling can be used to determine the image quality based on the level of payment. It can
also be used to protect image data composed of several parts, the copyright for each part
being owned by different authors.
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