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The community of knowledgeable network engineering practitioners is very small. In this pa-
per, we discuss Zero Internet Administration Technology which is one of the most important
technology for today’s network system. This technology significantly reduce the job of network
administrator in particular and computer user in general by eliminating repetitive tasks, ap-
plication configuration job and etc. We discuss the technology in the case of Domain Name
System(DNS) and inter-domain routing auto-configuration in BGP. In both cases, we present
our solutions by implementing integrated tools with GUI for managing it.

today, which are collected through years of prac-
tical experience, is frequently useless unless it can
be put together in a form of uniform utilities and
shared with others who need it. We strongly feel

1 Introduction

In order to manage today’s system effectively
and to plan intelligently for the future use of the

network systems, network manager needs an un-
derstanding of the network management technol-
ogy and also a thorough grasp of the details of the
existing and evolving standard. However, the com-
munity of uptodate individuals is very small. Net-
work Administrators will be challenged with the
amount of new information they have to learn in
order to keep up with these new technologies.
Practical, detailed network information we have

that the main goal of Zero Internet Administra-
tion Technology is to transform all the “hand-to-
mouth” style of management practice into easy-to-
use application.

In this paper we focus on practical usage of
the technology in the case of Domain Name
Sever(DNS) and inter-domain routing configura-
tion of Border Gateway Protocol(BGP). However,
our work with Zero Internet Administration Tech-
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nology is not limited to these two fields. Our goal
is to develop from this experiences a strong tech-
niques that will contribute to the development and
acceptance of any other application. Our long-term
goal is to create a stable network infrastructure
whose reliability and throughput at various levels
will be secured with a minimum configuration man-
agement.

2 Case Studies: Domain Name Sys-
tem(DNS)

The goal of domain names is to provide a mech-
anism for naming resources in such a way that the
names are usable in different hosts, networks, pro-
tocol families, internets, and administrative orga-
nizations [8].

The implementation of DNS used on most UNIX
systems is the Berkeley Internet Neme Domain
(BIND) software. DNS name service software is
conceptually divided into two components — a re-
solver and a name server. The resolver is the soft-
ware that forms the query and the name server is
a network service that enables clients(resolver) to
name resources or objects and share this informa-
tion with other objects in the network.

Users can configure the system to use BIND as
a replacement to the older host table lookup of in-
formation in the network hosts file/etc/hosts [7].
However, in order to configure a machine to func-
tion as a name server, we need to know a lot of
BIND syntaxs. In addition, it is not only one file
we need to modify but it include multiple files. One
file maps all the host names to addresses, one file
map the addresses back to host names(reverse map-
ping) and etc.

2.1 Design of a System for managing DNS

2.1.1 Task automation

Whenever you rename a host name or‘install a
new machine into your network, the database files
in DNS must be modified. However, the syntax of
the DNS files lends itself to making mistakes.

Failing to increment the serial number is the
most common mistake made when updating a
name server. Every time you make a change to a

name server database file, you must increment its-

serial number. Only by doing this will secondary
servers know they need to reach into your system
and make a zone transfrer.

Network administrators could easily spend every
minute of every day performing all these periodic

Figure 1: nssetup

maintenance tasks unless they find a method of
automation. ~

Tasks that are repeated often and are compli-
cated or tedious are good candidates for both sim-
plification and automation [9).

3 Our Implementation: nssetup

Various utilities for configuring BIND already
exist. However, most of them are either not in-
tegrated or difficult to use. Since multiple tools
are required to perform different tasks, it is not an
easy way for a beginner to know which utility is

_relevant. To overcome these limitations, we have

developed nssetup, a tcl/tk-base [4] tool which is
meant to be useful, simple and integrated. Figure
1 shows the main user interface of nssetup, where
a user can select the task he would like to perform
from it. ‘

3.1 Functions

3.1.1' Resolver Configuration

nssetup provide an interface as shown in Figure’
2 to handle the resolver configuration. We try to
implement the interface to have almost similar out-
look as provided by Window95 so that user moving
from Microsoft OS to Unix will not be reluctant to
use the interface.
3.1.2 Configuring Name Server using host

table =

While the resolver configuration requires one
configuration file, several files are used to configure
name server as stated above. As a result, keep-
ing consistency of all the files is very important.
Without a utility to help automated this process,
not only a lot of time have to be spent to input all
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Figure 2: Resolver Configuration

Figure 3: Translate host table into name server file
format

the necessary data but also a lot of care have to be
taken on the BIND database file syntax.

Realizing that setting up BIND is almost well-
structured process for converting host table infor-
mation into name server information, nssetup pro-
vide some high-level tools such as generating DNS
database of an entire zone from an /etc/hosts file.

In contrast to command line application, given
the /etec/hosts file, nssetup will automatically find
an appropriate name of your domain and your net-
work numbers as shown in Figure 3; nevertheless
you will be able to correct it if you think that a
better one is available.
3.1.3 Keep the cache uptodate

Each server maintains a cache initialization file,
which contains the information needed to begin
building a cache of domain data when the name
server starts. It changes over the time. Keeping
the root.cache file more uptodate than the one that
comes with the BIND distribution is indispensable.
nssetup is able to ftp the file from the internet au-
tomatically to keep the cache initialization file up
to date.

Figure 4: Classless in-addr.arpa delegation

700 IN PTR  ait-iptv.ai3.net.

3

subnet241 86400 IN NS  lunlun.naist.ai3.net.

241 IN CNAME 241.subnet241.47.249.202.IN-ADDR.ARPA.
242 IN CNAME 242.subnet241.47.249.202.IN-ADDR.ARPA.
243 IN CNAME 243.subnet241.47.249.202.IN-ADDR.ARPA.

252 IN CNAME 252.subnet241.47.249.202.IN-ADDR.ARPA.
253 IN CNAME 253.subnet241.47.249.202.IN-ADDR.ARPA.
254 IN CNAME 254.subnet241.47.249.202.IN-ADDR.ARPA.

Figure k5: This file, db.202.202.249 was generated
using the classless delegation utility of nssetup

3.1.4 Utility for updating the database

It is easy to add or deleting the name server
database files in nssetup. The serial number will
be updated automatically. Without this function,
a user have to keep on finding out every domain
and network file for which ‘the host have an ad-
dress. Since these data are in separate files, it is
easy to err.

3.1.5 Classless
support

in-addr.arpa ‘delegation

One of the problems encountered when assign-
ing address space on non-octet boundaries is that
it seems impossible for such an organization to
maintain its own reverse (“in-addr.arpa”) zone au-
tonomously. An Internet-Draft, [3] describe a re-
verse delegation method which solved the problem
of assigning variable prefixes to unrelated organi-
zation. However, the concept is not easy for most
of the user to understand.

By providing 3 necessary argument to the inter-
face shown in Figure 4 , nssetup will generate the
necessary fields in' the related file as shown in Fig-
ure 5. :

4 Evaluation on nssetup

An experiment had been conducted in our lab to
evaluate nssetup. The experiment requires partici-
pant to setup a.name server for a domain consists
of about 10 hosts. A host table had been provided
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Time (minutes)

ID 1 | 2
without any tool . 600 120
using a command line tool | 30 8
using nssetup 3 2

Table 2: Time use for configuring a name server

for generating the domain database. First of all,
time was measured without any tool to help them.
Following the first test, participant began to use
a command line tool, h2n [8] to perform the same
task. Finally nssetup was used for the same pur-
pose.

There are 2 computer users participated in the
experiment. The participant’s experience with
computers was distributed in terms of their expe-
rience in managing a network system. Table 1
provides a brief description of each participant.

The total time taken to complete each task is
shown in Table 2. Our results' show that the total
time used for configuring a naime server without us-
ing any utility is very long comparing to the other
two approaches. The total time an experience user
used for configuring a name server is about 40 times
a user without any real experience in managing a
network system. This is not surprising in view of
the fact that a lot of typing and reference to techni-
cal documents on configuring BIND are required to
perform all the tasks. To configure a single domain
name server, we need at least 4 files to configure
and also have to ftp one from the internet. In ad-
dition, typing mistake and syntax error occurred
very often and it take times to debug it.The time
are expected to be shorter with consistent practice
or repetition.

Another remarkable from the table is that de-
spite of the experience of participantes, they took
very short time to configure their server by using
nssetup. Although utility like h2n, which is de-
signed only for performing this task, also provide
the same function to automate the configuration
of name server, nssetup provide additional GUI to
guide the user in using necessary arguments. In
addition, most of the arguments are provided au-
tomatically in the interface. nssefup proved to be
useful for both experience and non-experience user.

5 Case Studies: BGP Routing Con-
figuration

The Net has been maintained by people with
professional skill. The troubles in the networks of-
ten require experience and therefore, takes time
in finding and fixing them. Routing problems

-were frequently caused by router misconfiguration.

Careless configuration of a router can disrupt the
normal operation of a network. The increasing
size of networks makes their management more and
more difficult.

The Border Gateway Protocol(BGP), defined in
RFC 1771 [10], provides inter-domain routing be-
tween autonomous systems. In this protocol, the
network address to announce, value of the BGP
timer, filter-list and IP addresses of their routers
which to establish a peer relationship with are con-
figured. Configuration for each router has a lot to
do with routing. They play an important role when
the routers make routing decisions. These configu-
ration includes interface information, what routing
protocol to run, whether to redistribute routing in-
formation from one routing process to the other,
which network prefix to announce and so on. So
a change or mistake in the configuration can have
a big impact on the network. It can lead to non-
optimal routing, it can lead to certain destinations
becoming unreachable, or can even partition the
Internet [1].

6 Our Suggestion: freeRoute

Our work concentrates on BGP-4 and how GUI
techniques can help users in configuring their
routers. The work were done on Gated [5] routers.
Modules for other routers are left for future work.
We are developing a tool called freeRoute to help
the task of configuring a router.

6.1 System

The design of freeRoute was motivated by our
analysis of existing systems. We have identified
the following key issue that should be addressed
when configuring a router.

¢ Understanding how a large network system’s
router interact is the key in maintaining and
configuring a router. GUI will enable human
manager to visualize the internetwork. Vi-
sualizing ideas, especially when they’re pre-
sented as colorful, appealing graphics is use-
ful in providing effective tools for tackling the
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ID | Computer Use | Position

Background

oy

work/research

Master Course 1 year Student in Computer Science

Extensive use of PC and Workstation

2 | work/research

Master Course 2 year Student in Computer Science

Experience in network management

Table 1: participants background

freeConf & freeMon =

User

Network

Figure 6: freeRoute: Architecture

problems. Making the unseen visible is impor-
tant in routing configuration.

Configuring routers to realize various policies is
not an easy task. freeRoute try provide a full GUI
for network administrators to draw their network
topology and input all the necessary routing policy
inside it. We believe this way will ensure them
having a clearer image of their network topology.
The architecture of free Route is shown in Figure 6.

As shown in the figure, freeRoute consists of sev-
eral parts:

¢ SNMP interface

We use SNMP, an application-layer protocol
designed to facilitate the exchange of manage-
ment information between network devices, to
gather information. SNMP has the advantage
in absorbing the differences between the ven-
dors. The largest advantage of using SNMP
is that its design is simple, hence it is easy to
implement on a large network, for it neither
takes a long time to set up nor poses a lot of
stress on the network. The net result of this
simplicity is network manager that is easy to
implement and not too stressful on an existing
network. SNMP helped freeRoute in finding
neighbor router which is involves in routing
policy.

Figure 7: freeConf Routing Configuration

o freeMon
This is the Network Monitor Manager of
freeRoute. The data provided by freeMon pro-
vide the information on the condition of the
network. Constant monitoring of these statis-
tics will help in detecting possiblé troubles.

) ﬁ'eeConf _

" This tool provide the necessary utility to draw
the topology network of the router to be con-
figured. Using the drawn map, and some nec-
essary data required, configuration files will be
generated automatically. Figure 7 shows the
main user interface of freeConf, where a user
can select the task he would like to perform
from it.

freeConf consists of:

¢ Autonomous System(AS) Object

An AS.number will be associted with each AS
- object:. It describe the policies of the AS. Poli-

cies for importing routes and exporting routes
will be specified whenever an AS object is cre-
ated.

¢ Router Object
Since we are configuring for one of the many
routers in the Internet, the router in freeRoute
are divided into 2 categories: myRouter which
is the router to be configured and Router
which is other router in the Internet which is
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related to our router to be configured.

o Peering(link)
A line will be drawn between 2 routers that
are having routing information exchange.

At the moment of this writing, free Conf of freeR-
oute is almost complete for BGP configuration.
However, freeMon is still to be implemented. We
are trying to collect most of the needed functions
for freeMon to function as expected.

Although it is easy to express the topology of
the network into GUI, we found that it is difficult
to visualize the ideas of importing and exporting
routes. Morever, it is also a problem when neigh-
boring ASs becoming too many to express. freeR-

oute is able to express the topology but expressing’

a topology that consists of hundreds or thousands
of ASs is still a problem. We are studying if 3 di-
mensions expression is needed in freeRoute to show
a clear topology of multiples ASs.

7 Future work

Although our Zero Internet Administration
Technology is potentially beneficial, it is not par-
ticularly easy to achieve. Because there are too
many fields that need this technology, we are now
concentrating on 3 major applications. First, it
is DNS which is described in section 2 and [2].
Second, we are now interesting in automating the
process of internet routing configuration and trou-
ble shooting, which is discussed section 6 in this
paper. And finally, we are also interested in man-
aging the configuration of sendmail program, which
is. the daemon responsible for delivering electronic
mail.

Our next step is to perform user studies and eval-
uations in real operational environments.

8 Summary and Conclusions

In this paper, our objective was to clarify the
importance and benefits of our Zero Internet Ad-
ministration Technology. We explained the idea in
the case of DNS and routing configuration.

Although it is not an easy task to transform all
the hand-to-mouth style of knowledge into useful
application that supports all aspects of a task well,
the effort required to make it a reality is indispens-
able.

nssetup and free Route are undoubtedly our foun-
dation for integrating other concept into Zero In-
ternet Administration Technology.
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