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A Digital Certification System Model that Enables to Assign
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abstract

We propose a practical design model for digital certification system that enables to
assign multiple use policy to one digital certificate.

In an ordinary digital certificate system, a user must get another digital certificate when
the user wants to use another secure service that requires another use policy for the
client's certificate, because a use policies of a digital certificate are supplied by the issuer
of the certificate and its information is embedded into the digital certificate data itself. The
special feature of our model is to separate the function of a certification authority into
registration authority, certificate issuer and use policy assignment authority of a
certificate. We call our model "Separation of three authorities of certificate."

In our certification system, the function of a digital certificate is restricted to the
certification of a person itself. Subjects of policy assignment of a certificate are individual
component of our system. This method makes it possible to assign multiple use policies
to one certificate of a person.
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