RIVFAF 1 7i#fE &S EMLE 94-25

DEATL A 25—y RS
(1999. 7. 186)

B ICH BEBELE 7 K L A BERLE%
VLAN HBEEICL YW EHT 5 X7 L LANA2
FRBAL BAR? RS SRS ATNE M
P REEHUKRE #HEREeE Y ¥ —
2 KRR KFERER TEM%H
3 IR REHRAEL Y ¥ —

% =

AT, ThETORRESIATHERI VLY MBI ARET 7 A% LT 572005 E EE
BRLVRVPLERETHLESIC, BENERET 7 ABEY AT AR RELTVS, AV AT AT,
(1) FIABEORIEL T 7 L ADEE, (2) IR LICRAY P T—I~T 7 LXTHZ LD, (3) MAC T
FLADBERIE, (4) IP 7 F VAOEERIE, FTRTHS. Lid, BIEDTDIEEOFERORN
HEBEROAEHALTEY, IPTFLARL MAC 7 F LAOEHEREIAETH S0, EHEOEHE
LRV, REODBETEHRE, A4 v F v I NTOEOBBIISLTW L OhDOBANTERTSHD, &
BT, R4 vF ¥ /NT D VLAN(Virtual LAN) 882 B CERI VLV P RSAEEy P 7=~
DARET 7 A% BT BBEEOEEFEIIOVTHRRS,

LANA2: An Access Control System for LAN Sockets
using VLAN Functions

Hayato Ishibashi! , Akira Sakamoto? , Nariyoshi Yamai® , Kota Abe! ,
Katsumi Ohnishi'! and Toshio Matsuura!
, 1 Media Center, Osaka City University
2 Graduate School of Engineering, Osaka City University
3 Computer Center, Okayama University

Abstract

In this paper, we describe a new principle to achieve secure access on open LAN sockets environment.
This principle can provide the following functions: (1) user authentication and logging, (2) protection
against unauthorized access, (3) protection against MAC address spoofing, and (4) protection against IP
address spoofing. It needs user registration, but doesn’t need MAC address registration nor IP address
registration. Our principle can be applied to a variety of LAN switches. We also discuss two kinds of
implementation for LAN switches with VLAN functions.
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