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Description and Verification of Authentication
- Protocols in SPROMELA

‘Shinya Tanaka Fumiaki Sato
. Graduate School of Science and ~ Faculty of Information, -
Technology, Shizuoka University — -Shizuoka University

In a distributed system, a crack of security is a big threat. So, we have to design authentica-
tion protocols correctly. We present a new approach, verification of authentication protocols using
PROMELA /SPIN that is a general verification tool based on the state transition model. To use SPIN
for the verification of authentication protocols, we extend PROMELA to handle the security informa-~
tion. We implement, the security enhanced PROMELA (SPROMELA) preproseccor which translates
SPROMELA to original PROMELA. SPROMELA is used to verify tlie Otway-Reés protocol and
evaluated to detect the known security hole.
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% 1: SPROMELA D3

EMLEREX BLOER

$message_define(M, fHag, ...)
$session_define(...) :
* $security.check(...)
$set(m, M, ...)
$encrypt(m, K, ...)
$decrypt(m, K, ...)
$nonce(ml, m2, ...)
$send(A, B, N)
$receive(B, A, N)

TUFANCRAT 5 AV E—DEFD A~V E KEBT Ao C VL 3 B DEse.
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EF 2V FAPREND R EESRT S,
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¥ m % K CTHSLT 5.

EHom 28 K CHESLT 5.
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proctype Attacker()

{
/¥ 2—F A BEDEy Y a v ERT */
byte state_AB;

do
i1 /o =P A > 2-FB AvE—-Y 0
{state _AB <= 0) -> state_AB = 1;

/Ry E—VO

*  BfE, WBL,
*  MAVT, EE

*/

1 /e 2= A > 2—HFB AyE—-Y 1 ¥/
(state _AB <= 1) -> state_AB = 2;

i: /+ Give Up !! ¥/
(state_AB == 4) ~> break
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© A==B:
(1) B—>S:

Na AB {Na}ka {AB}Ka'
Na AB {Na}&a {AB}Ka
Nb {Na}kb {AB}Kb

@ s —B:
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?roctype userAQ

Otway-Rees "1 b 2 v

OA—>B:
Na AB {Nalka {AB)ka

a} msg2 <= AB,
sgd <= AB);

{Sencrypt(msg3 <= Ka}
WB=»8: | | ] i .4 .fil.(a);
Na AB {Nalka {ABJka @ SedA SR 0
Nb{Nal}zn {AB}xn
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£ 2 EfTRE
CPU Pentium Pro 200MHz
AEY  64Mbyte
oS Linux
SPIN  Version 3.2.3
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AB {Na}xa {AB}Ka
CA {Nc}Re {CA}ke
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{Nc}ka {CA}Ka
CA {Nc}ke {CA}Ke
{Nc}Ka {CA}Ka

{Kca}Ke {Nc}ke {Kca}ka {Na}Ka
{Kca}Ka {Na}Ka
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