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Alibi Establishment for Electronic Signatures: _
How to prove that you did not make the electronic signature
in question even when the base cryptosystem was collapsed

Part 2. Concrete Schemes and Evaluation
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Abstract

Digital signature is relatively getting to lose its security because of computer power improvement.
On the other hand, some kind of signatures must have long term of validity (e.g. over 20 years) in
practical usage. Thus, we need reliable systems to keep validity of digital signature even if the base
cryptosystem is collapsed. In this paper, we propose a "hysteresis signature" based system. In our
system, we can distinguish valid signature and forged one with the signature log file which is stored
safely by storing it in'a smart card, by chaining the signature with previous signature, or moreover
by intercrossing the signature with other signers' one.
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