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In order to achieve fault-tolerant distributed systems, checkpoint-recovery has been researched and
many protocols have been designed. A global checkpoint taken by the protocols have to be consistent.
For conventional data communication networks, a global checkpoint is defined to be consistent if there is
no inconsistent message in any communication channel. For multimedia communication networks, there
are different requirements for time-constrained failure-free execution and large-size message transmissions
where lost of part of the message is acceptable. This paper proposes a new criteria for consistent global
checkpoints in multimedia communication networks. In addition, a QoS-based checkpoint protocol is de-
signed according to the criteria. This protocol is non-blocking and time-bounded for supporting realtime
multimedia message transmissions. Finally, the protocol is evaluated in an MPEG-2 data transmission.
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1 Introduction

Advanced computer and network technologies
have lead to the development of distributed sys-
tems. Here, an application is realized by multi-
ple processes located on multiple computers con-
nected to a communication network such as the
Internet. Each process computes and communi-
cates with other processes by exchanging mes-
sages through a communication channel. Mission-
critical applications are required to be executed
fault-tolerantly. That is, even if some processes
fail, execution of an application is required to
be continued. One of the important methods
to realize fault-tolerant distributed systems is
checkpoint-recovery [3,8]. During failure-free ex-
ecution, each process takes local checkpoints by
storing state information into a stable storage.If
a certain process fails, the processes restart from
the checkpoints by restoring the state information
from the stable storage. For restarting the system
correctly, a set of local checkpoints taken by all
the processes and from which the processes restart
should form a consistent global checkpoint [1].

A consistent global checkpoint is defined as that
there is neither orphan nor lost message. How-
ever, it is not suitable to multimedia communica-
tion networks. In this paper, we propose a novel
criteria for consistent global checkpoints based on
properties of multimedia communication networks
and design a non-blocking checkpoint protocol.

The rest of this paper is organized as follows: In
section 2, we review consistent global checkpoints
in a conventional data communication network.
In section 3, we discuss properties of a multime-
dia communication network and requirements for
a consistent global checkpoint. Section 4 proposes
a novel criteria for a consistent global checkpoint
in a multimedia communication network. In sec-
tion 5, we design a checkpoint protocol based on
QoS (Quality of Service) for consistency and time-
liness. Finally in section 6, for an evaluation, the
criteria of consistency and the checkpoint protocol
are applied to an MPEG-2 data transmission [4].
The result shows that they work well in multime-
dia communication networks.
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2 Conventional Consistency

Let S = (V, L) be a distributed system where
V = {p1,...,pn} is a set of processes p; and
L C V?is a set of communication channels (p;, p;)
from a process p; to another process p;. Execution
of an application in p; is modeled by occurrence
of a sequence of events. A state of p; is changed
at each event. There are two kinds of events: lo-
cal events and communication events. At a local
event, a state of p; is changed by local computa-
tion without exchanging a message. At a com-
munication event, p; communicates with another
process by exchanging a message and the state is
changed. There are two kinds of communication
events: a message sending event s(m) and a mes-
sage receipt event r(m) for a message m.

In order to realize a fault-tolerant distributed
system, checkpoint-recovery is widely available
[3,6,8]. Here, during failure-free execution, each
process p; sometimes takes a local checkpoint ¢; by
storing state information into a stable storage. If
p; fails, p; restarts from c; by restoring the state
information from the stable storage. If p; restarts
independently of the other processes, there may
be two kinds of inconsistent messages: lost mes-
sages and orphan messages [1].

[Inconsistent message] Suppose that processes
pi; and p; take local checkpoints ¢; and ¢;, re-
spectively. A message m transmitted through a
communication channel (p;,p;) is inconsistent if
m is a lost message or an orphan message for a
set Cp;p;} = 1€, ¢;} of local checkpoints. m is
a lost message iff s(m) occurs before taking ¢; in
pi and 7(m) occurs after taking ¢; in p;. m is an
orphan message iff s(m) occurs after taking ¢; in
p; and 7(m) occurs before taking ¢; in p;. O

In order to achieve correct recovery from a
failure, there should be neither lost nor orphan
message in any communication channel in L.
Thus, if a process p; fails, not only p; but also
other processes are required to restart from lo-
cal checkpoints. Hence, a global checkpoint Cy =
{c1,-.. ,¢cn} which is a set of local checkpoints of
all the processes in V should be consistent [1].
[Consistent global checkpoint] A global check-
point Cy in § is consistent iff there is no incon-
sistent message in any communication channel in

£.0

3 Multimedia Networks

Recently, distributed multimedia applications
such as distance learning, tele-conference, tele-
medicine and video on demand are developed on
communication networks [7]. Here, messages with
multimedia data including text, voice, sound, pic-
ture and video are exchanged among processes for
an application. These messages are so large that
they are compressed before being sent and uncom-

pressed (expanded) after being received. However,
the messages are still larger than messages with
conventional data. Hence, it takes longer time to
transmit and receive the messages. As in Figure
1, the following four primitive events are defined
for a multimedia message m transmitted from a
process p; to another process p; [9]:

e sb(m): p; begins transmitting m.

e se(m): p; ends transmitting m.

e rb(m): p; begins receiving m.

e re(m): p; ends receiving m.

A message sending event s(m) for m begins at
sb(m) and ends at se(m) in p;. A message receipt
event r(m) for m begins at rb(m) and ends at
re(m) in p;.

In a computer communication network, proto-
cols are hierarchically composed, e.g. TCP/IP
protocols [2]. A message in an upper layer is de-
composed into multiple packets in a lower layer.
For example, an IP datagram may be decomposed
into multiple Ethernet frames in a sender process
since an MTU (Maximum Transfer Unit) for an
IP datagram is 64kbyte and one for an Ethernet
frame is 1.5kbyte. These frames are reassembled
in a receiver process. Thus, a multimedia message
m is assumed to be decomposed into a sequence
(pai, ... ,pa;) of multiple packets for transmission
as in Figure 1. Here, s(pa;) is a packet sending
event and r(pa;) is a packet receipt event for a
packet pa;.

p; p;
sb(m)
¢, rb(m)
€
re(m)
time

Figure 1: Multimedia message transmission.

In a distributed system exchanging a message
m with conventional data, communication events
s(m) and r(m) are assumed to be atomic. Here,
each local checkpoint ¢; of a process p; is assumed
to be taken only when no event occurs in p;. How-
ever, since a multimedia message is much larger
than a conventional data message, it takes longer
time to transmit and receive the message. Thus,
if a process is required to take a local checkpoint
during a communication event, it has to wait un-
til an end of the event. Hence, timeliness require-
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ment in a checkpoint protocol is not satisfied and
communication overhead for recovery is increased.
Therefore, a local checkpoint should be taken im-
mediately when a process is required to take it
even during a communication event in order to
reduce synchronization and communication over-
head. That is, a process p; sending a message
m = (pay, ... ,pa;) takes a local checkpoint ¢; be-
tween s(pas) and s(pasy1) and-another process p;
receiving m takes a local checkpoint c¢; between

r(pa,) and r(pa,+1)(1 < s,r < 1), In addition, -

a part of a multimedia message can be lost in
a communication channel for an application, e.g.
MPEG-2 data transmission. Such an application
requires not to retransmit lost messages but to
transmit messages with shorter transmission de-
lay and smaller jitter.

4 Novel Consistency

As discussed ‘in section 2, since the conven-
tional criteria of consistency for a global check-
point is based on an architecture of conventional
data communication networks, a novel:criteria
should be introduced into multimedia communi-
cation networks.

Global consistency Ge(Cy) for a global check-
point Cy = {e1,...,¢,} denotes a degree of con-
sistency for Cy in S. In a conventional data com-
munication network, Ge(Cy) is defined as follows:

Ge(Gy) =

1 no inconsistent message for Cy.
[ o
otherwise.

In a multimedia communication network, a local
checkpoint is taken even during a communication
event and it is acceptable for an application to
lose a part of a multimedia message. Hence, the
domain of Ge(Cy) is a closed interval [0, 1] instead
of a discrete set {0,1}. Here, Ge¢(Cy) should be
compatible with the conventional criteria, i.e. (1)
should be satisfied.

Consistency of a global checkpoint is deter-
mined by timing-relation between local check-
points and messages transmitted through commu-
nication channels. Thus, Ge(Cy) is calculated by
channel consistency Cc({(p;, p;), i, c;) for all the
communication channels (p;,p;) € £. Further-
more, channel consistency for a communication
channel (p;,p;) is calculated by message consis-
tency Mc(m,c;, c;) for all the messages m trans-
mitted through (p;,p;). Finally, message con-
sistency for a message m transmitted through
(ps, pj) is induced by timing-relation between m
and Gy, 5,3 = {ci, ¢}

4.1 Message Consistency

Message consistency Mc(m,c;, ¢;) is a degree

of consistency for a set Cyy, 5.} = {ci,¢;} of local
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checkpoints and a multimedia message m trans-
mitted through a communication channel (p;, p;).
Here, c; and c; are taken by processes p; and p;,
respectively.

Now, we define an inconsistent multimedia
message.
[Inconsistent multimedia message] A multi-
media message m is inconsistent iff m is a lost mes-
sage or an orphan message. m is a lost message iff
a primitive event se(m) occurs before taking c; in
p; and another primitive event rb(m) occurs after
taking ¢; in p;. m is an orphan message iff sb(m)
occurs after taking ¢; in p; and rb(m) occurs be-
fore taking ¢; in p;. O
If m is a lost message, all the packets of m are sent
by p; but none of them is received by p;. If m is
an orphan message, m might not be retransmitted
after recovery due to non-deterministic properties
of p; even though p; has already received a part
of m.
[Consistency for inconsistent message)]
If a multimedia message m is inconsistent,
Mc(m,ci,c;) =0. O

Suppose a process p; takes a local checkpoint
¢; while p; is transmitting a multimedia mes-
sage m and/or another process p; takes a local
checkpoint ¢; while p; is receiving m as in Fig-
ure 1. As discussed in the previous section, m
is decomposed into a sequence of multiple pack-
ets (pa;,...,pa;). Thus, s(m) is composed of
a sequence (s(pa,),...,s(pa;)) of packet send-
ing events and r(m) is composed of a sequence
(r(pa,),-... ,r(pa;)) of packet receipt events. Sup-
pose that local checkpoints c; and ¢; are taken be-
tween s(pa,) and s(pa,,,)(1 < s < I) and between
r(pa,) and r(pa,,,)(1 < r <), respectively. A
lost packet and an orphan packet are also defined
same as a lost message and an orphan message.

[Lost and orphan packets] pay is a lost packet
iff s(pax) occurs before taking ¢; in p; and r{pay)
occurs after taking c¢; in p;. pay is an orphan
packet iff s(pay) occurs after taking ¢; in p; and
r(pay,) occurs before taking ¢; in p;.00

Clearly, if ¢; takes p; between s(pay) and
s(pagy,) and p; takes c; between r(pay) and
r(pag)(1 < k < 1), aset Oy, piy = {circj} of
local checkpoints is consistent.

Suppose that p; takes ¢; between s(pa;) and
s(pa,,,) and p; takes ¢; between r(pa,) and
r(pa,,,) where 1 <s,7 <.

If s >r, {pa..,...,pas} is a set of lost pack-
ets. These packets are not retransmitted after p;
and p; restart from ¢; and ¢;, respectively. In
some conventional checkpoint protocols applied
in data communication networks, lost messages
are stored in a stable storage with the state in-
formation at a local checkpoint and restored in
recovery [5]. However, a checkpoint protocol in



a multimedia communication network is required
to be achieved with less overhead in failure-free
execution since many applications require time-
constrained execution. On the other hand, even
if a part of a message is lost in recovery, an ap-
plication accepts the message. The less packets of
the message are lost, the higher message consis-
tency we achieve. As discussed before, a multime-
dia message is usually compressed for transmis-
sion. Thus, value of packets for a message is not
unique. For example in an MPEG-2 data trans-
mission, value of a packet for an I-picture is higher
than value of a packet for a B-picture. Therefore,
lost consistency for a set {c;,c;} of local check-
points is defined as a ratio of value of the lost
packets {pa,,;,...,pa,} in a message m to value
of m. Hence, the message consistency for m is de-
fined as follows:

[Message consistency] Let value(pa;) and
value(m) be value of a packet pa; and a message
m, respectively.

Mc(m, ¢;, ¢j) = Mc(m,s,T)

_ ZZ:rH value(pay,) (2)

=1
value(m)

]
Here, the domain of Mc(m,¢;,¢;) is an open in-
terval (0,1).

If s <r, {pag,i,...,pa,} is a set of orphan
packets. An orphan message might not be retrans-
mitted after recovery due to non-deterministic
properties of a process. However, these packets
are surely retransmitted after recovery since c;
and c¢; are taken during transmission and receipt
of m and the content of m being carried by a se-
quence (pay,...,pa;) of packets is not changed
even after recovery. Hence, a set {c;,¢;} of local
checkpoints is consistent, i.e. Mc(m,¢;,¢;) = 1.

Message consistency Mc(m,s,r) for s and r is
shown in Figure 3. [ is a number of packets con-
sisting of a message m, i.e. m = (pa;---pa;).
Here, s < 0 (r < 0) means that p; (p;) takes a
local checkpoint ¢; (c¢;) before sb(m) (rb(m)) and
s > 1 (r > I) means that p; (p;) takes a local
checkpoint ¢; (c;) after se(m) (re(m)).

e Mc(m,s,r)=1if s <0and r <0.

e Mc(m,s,r) =01if s <0and r > 0 since m is

an orphan message.

e Mc(m,s,r) = fo(s) where df2(s)/ds < 0,
limg g f2(s) = 1 and lim,,; fa(s) = 0 if
0<s<landr <O

o Mc(m,s,r) = fi(s,r) where fi(u,u) = 1(0 <
u <), dfi(s,r)/ds < 0 and dfi(s,7)/dr >
0.limg_y, fl (S, T) = f3(7') and limr—vO .fl (5: T) =
f(s)if0<s<land0<r<s.

o Mc(m,s,r)=1if0<s<lands<r.

e Mc(m,s,r)=0if[ <sandr <0.

MC=1
I me=0
3 o<MC<1

Figure 2: Message consistency.

s Mc(m,s,r)
lim, o f3(r)
and 0 <r <l

o Mc(m,s,r)=1ifl<sandl<r.

4.2 Channe! Consistency

Based on the message consistency for a multi-
media message m and local checkpoints ¢; and ¢;
in processes p; and p; respectively, channel con-
sistency Cc((ps,p;),ci,cj) is defined as a degree
of consistency for a set {c;,c;} of local check-
points and a communication channel {p;,p;) € L.
For compatibility, if message consistency for ev-
ery message is 1, channel consistency is also 1. In
addition, if consistency for at least one message
is 0, channel consistency is also 0. Thus, channel
consistency for (p;,p;) is induced by multiplica-
tion of message consistency for all the messages
transmitted through (p;,p;).

[Channel consistency] Let M;; be a set of mes-
sages transmitted through a communication chan-
nel (piapj )-

Ce({pi, pj),circj) =

f3(r) where dfs(r)/dr > 0,
Oandlim,; f3(r) = 1ifl < s

1 if My; =¢.
II Me(m,ci,cj) otherwise. (3)
meM;;

0

4.3 Global Consistency

Global consistency is determined according to
timing-relations of all the sets of two checkpoints
¢; and c; where there is a communication chan-
nel (pi,p;) € L£. That is, global consistency is
calculated by using channel consistency. For com-
patibility, global consistency Ge(Cy) is induced
by multiplication of Ce({pi,p;),c;,c;) for all the
channels (p;,p;) € £. 1/|L] is a normalization fac-
tor where |£]| is the number of channels in § for
independence of system scale.

[Global consistency]
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Ge(Cv) = [[ Cellpip)icoc)1¥l (a)

(pi,p)EL

5 Checkpoint Protocol

Here, we design a checkpoint protocol for a
multimedia communication network according to
the global consistency defined in (4). The proto-
col is based on a three-phase coordinated check-
point protocol. In a data communication network,
for avoiding inconsistent messages, each process is
required to be blocked for a certain period. How-
ever, for the requirement of time-bounded execu-
tion of an application, our protocol does not re-
quire processes to block execution of an applica-
tion during the checkpoint protocol. Each process
p; takes alocal checkpoint ¢; immediately when p;
is required to take ¢;. That is, the protocol is non-
blocking. In this protocol, there is a coordinator
process p.. Here, we make the following assump-
tions:

e A sequence number seq(m) is assigned to a
message m when m is transmitted. seq(m) is
piggied back to each packet pay of m.

o rvalue(pay, m) = value(pag)/value(m) is car-
ried by each packet pay.

According to the definition of the global consis-
tency in multimedia network systems in the pre-
vious section, the less lost packets are, the higher
global consistency we achieve. Hence, the follow-
ing rules are applied:

e If a process p; is sending a message, it is bet-
ter to take a local checkpoint ¢; immediately
for high consistency.

o If p; is receiving a message, it is better to take
c; later.

However, a timely checkpoint is also required.
That is, the checkpoint protocol is required to
be finished within a predetermined period. The

time

Figure 3: Multimedia checkpoint protocol.
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checkpoint protocol is as follows [Figure 3):
[Checkpoint protocol]

1) Let RC (0 £ RC < 1) be required global
consistency and 7 be a required time limit
for a checkpoint protocol. RC and 7 are QoS
parameters determined by a coordinator pro-
cess p.. p. sends checkpoint request messages
Regs to all the processes p; € V.

2) Each process p; takes a tentative local check-
point tc; according to the following rules.
2-1) If p; is sending a message, p; takes tc;

on receipt of the Regq.

2-2) If p; is receiving a message or is not
communicating with other processes, p;
postpones taking tc; for 7 — 26; where
the transmission delay of (p.,p;) is 6;.
During this period, if p; begins sending
a message, p; takes tc; immediately.

3) Each p; sends back an acknowledgment
message Ack; to p..  For every com-

munication channel  (pi,p;)  ((pj,ps)),
seq(mi;)  (seq(my;)),  tvalue(m;) =
Y rvalue(pag, m;;) (tvalue(m;;) =

> rvalue(pag,mj;) for all the packets
pax of the last message my; (mj;) sent
(received) before taking tc; where sb{m;)
occurred before taking te; (rb(mj;) oc-
curred before taking tc;) are piggied back
to Ack;. That is, Ack;.seqi; = seq(m;;),
Ack;.tvalue;; = tvalue(myj), Ack;.seqy; =
seq(my;) and Ack;.tvalue;; = tvalue(mj;)
are piggied back to Ack;.

4) On receipt of all Ack;, p. calculates

Cc({pi, pj),ci,cj) for every communication

channel (p;,p;) € L. The followings are in-

duced from (3).

4'1) CC((pi,pj),Ci,Cj) = Oa if ACki-seqij <
Ack;.seq;;.

4-2) Cc((pi,pj)scirc;) = 1 — (Ack;.tvalue;;
—  Ackj.tvalue;;), if Acki.seq; =
Ack;.seq;j.

4-3) Cc((piypj),circj) = Ackj.tvalue;; (1
—  Ack;.tvalue;;), if Acki.seqi; =
Ack;.seq;j + 1.

4-4) CC((pi,pj),éi,Cj) = 0, if Ack;i.seq;; >
Ack;.seq;j + 1.

pc calculates Ge(Cy) according to (4).

If Ge(Cy) > RC, p. sends Done messages to

pi € V. Otherwise, p. sends Cancel messages

top; € V.

7) On receipt of Done, each p; changes tc; to

a stable local checkpoint ¢;. On receipt of
Cancel, each p; discards tc;. O

(=2
b2t

6 FEvaluation

In order to evaluate the proposed criteria of
consistency for a global checkpoint and the check-



point protocol, we apply them to an MPEG-2
data transmission. MPEG-2 is a specification
of video data compression. The amount of an
original video data is 720 x 480 dots/frame and
29.97 frames/sec '. Each frame is encoded to
three kinds of pictures; I-picture, P-picture and
B-picture.

iy
fa~]
‘\-B

i { i s i {

50 40 20 0 20 40 60 80
AT[sec]

Figure 5: Consistency in MPEG-2 (60 [sec]).

Suppose there are two processes p; and p; con-
nected by a communication channel (p;,p;) and
a multimedia message m is transmitted through
(pi, p;) as in Figure 4. In the proposed checkpoint
protocol, Req messages are transmitted from a co-
ordinator process p. to p; and p;. On receipt of
the Reg messages, p; and p; take local checkpoints
¢; and c;, respectively. Let T; be time duration
from sb(m) to r(Req), i.e. taking ¢; in p;, and T}
be time duration from rb(m) to r(Reg), i.e. tak-
ing ¢; in p;. Here, message transmission delay of
communication channels (p.,p;) and (p.,p;) are
not the same. Let AT =T, - T;.

Figure 5 shows relation between AT and MC =
Mc(m,ci,c;) for a message m which includes
60sec MPEG-2 data. In MPEG-2, if a B-picture
is lost, only one frame cannot be decoded. How-
ever, if an I-picture is lost, all the frames in

!This encoding is called MP@ML (Main Profile, Main
Level).

the GOP (Group of Pictures) cannot be de-
coded. That is, value(pa;) is different for each
pa,. Thus, the mapping from AT to MC is not
one-to-one but one-to-N. According to Figure
5, MC(5.52) = [0.900,0.907] and MC(5.90) =
[0.894,0.900]. Hence, if required consistency is
0.9 and AT < 5.52, a global checkpoint {c;,c;}
is consistent. In addition, if AT < 5.90, {c;,c;}
might be consistent. This depends on which pic-
tures are lost due to difference of transmission de-
lay for Req messages. Therefore, even if p; and p;
are not completely synchronized, we can achieve
QoS based consistent global checkpoint.

7 Concluding Remarks

This paper proposes novel consistency of global
checkpoints in multimedia communication net-
works. Unlike the conventional consistency, it al-
lows for processes to take local checkpoints dur-
ing communication events and to lose a part of
a message in recovery. In addition, we show a
checkpoint protocol based on the proposed con-
sistency. The checkpoint protocol is non-blocking
for supporting time-constrained applications. In
addition, it is QoS-based where QoS parameters
are consistency and timeliness. The evaluation
shows that the consistency and the protocol work
well in the system transmitting an MPEG-2 data.
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