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Abstract

Recently, attacks on Internet hosts have been increasing at an alarming rate. While these attacks can be
easily prevented by proper system configuration, host machines are often left unprotected due to the lack of
security technicians and awareness of security issues.

In this paper, we propose a new system that constantly keeps host machines secure. The basic idea is to
dispatch small software agents to host machines that are to be protected. These agents await for commands
from the system management module. On discovering new security holes, the system management module
remotely instructs all agents to deploy countermeasures for the protected hosts and constantly keep these

hosts immune to new threats.
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