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Efficient Network Management with Hierarchical Distributed CA

Shinji YAMABUCHI' Takashi CHIKAYAMA'
" Dept. of Frontier Informatics, the University of Tokyo

To improve robustness of CA systems, “distributed CA” has been proposed in which several servers
share the certification function. However, this scheme is inefficient in communication between servers.
“Hierarchical distributed CA” we propose can improve this problem by grouping servers and hierarchical
certification to exploit locality. We design a hierarchical distributed CA system based on DSA, and

quantitatively show improvements on communication efficiency. Parameter setting required to ensure

the same robustness level as non-hierarchical distributed CA is also given.
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