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Development of an Unknown Computer-Virus Detection Program
Saeko Matsuura, Michiko Kato and Ryo Ojima

An unknown computer-virus was caught with "a program with malicious behavior patterns”, and a model
which detects the behavior patterns was built. A detection program which operates on the Windows was
developed based on this model, and a detection experiment of an existing virus was conducted. This paper
explains the detection model, and reports the detection experiment.
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System := Empty| (Id , Address, Event , State),System
State := Empty| (Function , Address), State

Address := | | |

|
Event:= | |

o

Function := | | | | 1 -

Pattern := ((Function, Address, State), (Function, Address, State))
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0S Windows Me Standard ML of new Jersey, Version
Visual C++, Version 6.0 110.0.3
() W32/Ska
1 W32/Ska
(b) 1
W32/Ska Copy & Entry Change Pattern
Hook & Additional Pattern
Phase 0 W32ska.exe C:-¥Windows¥System¥Ska.dll
C:-¥Windows¥System¥Ska.exe 0S
Ska.exe Copy & Entry
Change Pattern Hook & Additional Pattern
Phase 1 W32ska.exe W32ska-1.exe
W32ska-1.exe C:¥Windows¥System¥Ska.dll
Hook & Additional Pattern Tsock32.dl1
C:¥Windows¥System¥wsock32.dl1
export function connect  send
Phase 2 wsock32.dl1 export function connect send
send Ska.exe  send
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NEDO 2002,
EVA : A Flexible Programming Method for Evolving Systems, IEEE Transactions on Software
Engineering, Special Issue on Formal Methods in Software Practice, Vol.23, No.5,
pp-296-313,1997, Matsuura S., Kuruma H. and Honiden S.
http://ww.internals.com/

NEDO

Phase 0

Copy

& Entry Change Pattern

Src

initial state
from File :
Code : ##

where  File : C:¥Windows¥System¥Ska.dll

Address : start = 00450078, end = 00452077
from Memory : start = 00400000, end = 0044ffff
Current Module : W32ska.exe

initial state
from File :
Code : ##

where  Registory MainKey : HKEY_LOCAL_MACHINE,

SubKey : Software¥Microsoft¥Windows¥CurrentVersion¥RunOnce
File : Ska.exe

from File : C:¥Windows¥System¥Ska.exe
Current Module : W32ska.exe
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----> Failed Instruction : CreateFile of C:¥Windows¥System¥wsock32.dll
There are copy patterns. We will check the other unexecuted codes.

Phase 1

Copy & Entry Change Pattern

src initial state
from File :
Code : ##
where  File : C:¥Windows¥System¥Ska.dll
Address : start = 00450078, end = 00452077
from Memory : start = 00400000, end = 0044ffff
Current Module : W32ska-1.exe

Hook & Additional Pattern

old Export function : connect in File : C:¥Windows¥System¥Tsock32.dll
Address : start = 83a34462
from File : C:¥Windows¥System¥Tsock32.dl1
File : C:¥Windows¥System¥wsock32.dll
new Export function : connect in File : C:¥Windows¥System¥Tsock32.dll
Address : start = 83a353b0
from Memory : start = 00400000, end = 0044ffff
Current Module : W32ska-1.exe
old Export function : send in File : C:¥Windows¥System¥Tsock32.dll
Address : start = 83a34738
from File : C:¥Windows¥System¥Tsock32.dl1
File : C:¥Windows¥System¥wsock32.dl1
new Export function : send in File : C:¥Windows¥System¥Tsock32.dll
Address : start = 83a353f7
from Memory : start = 00400000, end = 0044ffff
Current Module : W32ska-1.exe

----> Original File of C:¥Windows¥System¥Tsock32.dll is C:¥Windows¥System¥wsock32.dll
There are hook patterns. We will check the other unexecuted codes.

Phase 2

Copy & Entry Change Pattern

src initial state
from File :
Code : ##
where Parameter Name : send and
Parameter Value : start = 0064fd10, end = 00650d0OF
Address : start = 0064fd10, end = 00650d0F
from File : C:¥Windows¥System¥Ska.exe
File : C:¥Src¥Demo¥Test¥W32ska-1.exe
src initial state
from File :
Code : ##
where Parameter Name : send and
Parameter Value : start = 00650d10, end = 0065241f
Address : start = 00650d10, end = 0065241f
from File : C:¥Windows¥System¥Ska.exe
File : C:¥Src¥Demo¥Test¥W32ska-1.exe

----> This file contains Virus codes.
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