o000 ooboobooboo 20040 00001170 O 240
IPSJ SIG Technical Report 20040 CSECO 0 240 O 240

20040 300 5

DDoS

Development of DDoS attack prevention system

Naohiro Tamura, Mayuko Morita, Takuya Habu,
Satoru Torii, Osamu Koyano
Fujitsu Limited

It is effective to take measures at the network devices as close to DDoS agents as possible
before attack starts, in order to protect not only target servers but also infrastructure of the
Internet. In this paper, we propose a system which blocks DDoS attacks at the closest
network devices to DDoS agents following forecasts issued by DDoS forecast system. And we
present the results of applying our prototype to a pusedo Internet in our laboratory. The
paper concludes by discussing the potential and limitation of this approach.
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