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Location Anonymity of Moving Objects in Trajectory Database

Hidetoshi KIDO? Yutaka YANAGISAWA* Tetsuji SATOH34

3Graduate School of Information Science and Technology, Osaka University
ANTT Communication Science Laboratories, NTT Corporation.

In this paper, we describe the technique to guarantee the location anonymity of people who
uses location information services. Recently, we can use high accuracy positioning devices to
obtain location information. There are various types of location information services such as
GPS. On the other hands, because the location information of a person include deep personal
information, security of the location information is one of the most significant problem in
the location information systems. Therefore, we propose new methods to secure the location
anonymity of people for these services. In our proposed methods, a client system generates a
number of dummy position data, moreover the system sends these data with the true position
data of the person to the server. Even if another person intercepts the data, the person can
not distinguish the true position data from a number of sending data. For evaluation of our
methods in an experiment using practical trajectory data, we develop a simulation system.
Finally, we observe that our proposed methods secure location anonymity of people.
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