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Abstract This paper proposes an anonymous authentication system that identifies a malicious
user in a threshold manner. The proposed system protects user privacy by simply using proxy
servers and employs a fair blind signature and threshold cryptosystem to identify a malicious
user. In the system, each signature is separable against a verifier without updating secret/public
keys and the certificate, moreover, any secret key can easily be revoked if a certain number of
escrow agents collaborates.
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