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Abstract In recent years smart keys are being applied to cars as an advanced keyless entry system.
However, when lending a car to someone, handing a physical key over to him/her is still needed,
which might cause a robbery of the car or its accessories. In order to lend a car without handing a
physical key, in this paper, we propose a method of using a cellular phone as a smart key. By this
method, lending a car is realized by transferring operation privilege from the owner’s phone to the
borrower’s phone. Furthermore, owner can set restrictions of car operation privilege in order to
improve safety and flexibility.

Key words delegation privilege, cellular phone, authentication, access control, public key
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