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Proposal of Real-time Stream Authentication Scheme for Motion Pictures

Shin-ichiro KANEKO, Shintaro UEDAT, Nobutaka KAWAGUCHI', Takeshi OGINO', Hiroshi SHIGENOT, and
Ken-ichi OKADAT

Abstract:

Motion pictures are compressed by removing spatial and temporal redundancies between frames. Therefore there
are dependencies between frames and the importance of a frame differs from one another. If a high priority frame
is lost due to packet loss, all frames dependent to the lost frame is unplayable even if received on the receiver side.
Therefore high priority frames must be made robust to packet loss. However previously proposed authentication
schemes do not take the characteristics specific to motion pictures into consideration and thus all frames are handled

at the same level. Therefore in our scheme, the amount of redundancy distributed to each frame is adjusted according

to the importance of each frame.
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