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Abstract In order to prevent malicious use of the computer using buffer overflow vulnerabilities, a cor-
rective action by not only calling a programmer’s attention but expansion of compiler or OS is important.
On the other hand, introduction and employment of an intrusion detection system must be easy for the
user by whom the knowledge about a computer is restricted. In this paper, we can detect an anomly
program behavior by actively modifying some control flows of a program. Our method satisfies these

requirements and gives no false positives.
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_func1:
call _trampoline1
nop
incl 8(%ebp)
movl 12(%ebp), %eax
movl %eax, (%esp)
call _trampoline2
nop
ret
_trampoline1:
popl Y%eax
pushl  %ebp
movl %esp, %ebp
subl $4, %esp
subl $8, %esp
jmp (%eax)
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subl $0x12345678, (%esp)

call _func2
movl $_ver, 4(%esp)
ret

_ver:
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ret
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