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In this paper we present a equivalence checking method applying demodulation for
detecting metamorphic viral coding. For effective searching, SoS (set of support)
strategy is applied. Target code is added to the list of set of support with repeating
equality substitution to generate unit conflict. Demodulators could be described
from the experience specified for skill developer.  This system enabled us to detect
metamorphic code effectively in the point that we control scanning

with demodulators heuristically adopted.
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POP EDX

MOV EDI, 0008H

MOV ESI.EBP

MOV EAX O0OODH

ADD EDX, 005FH

MOV EDX.[EDX]

MOV [ESI+EAX*0000CCCY,EBX]

POP EAX

MOV EDX,0008H

MOV EDX,.EBP

MOV EDI,000DH

ADD EAX,005FH

MOV ESI[EAX]

MOV [EDX+EDI*0000CCC9I] ESI

MOV DWORD PTR [ESI] ,11000000H
MOVDWORD PTR
[ESI1+0004],110000FFH

MOV EDI,11000000H
MOV [ESI].EDI

POP EDI

PUSH EDX

MOV DH,40

MOV EDX,110000FFH
PUSH EBX

MOV EDX,EBX

MOV [ESI+0004], EDX

MOV EDX,11000000H
MOV [ESI].EBX

POP EDX

PUSH ECX

MOV ECX,11000000H
ADD ECX,000000FFH
MOV [ESI+0004] ECX

INSTRUCTION_A
INSTRUCTION B
INSTRUCTION._C:

LABEL 2:
INSTRUCTION B

JMP

FAKE INSTRUCTIONS
LABEL 3:
INSTRUCTION_C
START:

LABEL 1:
INSTRUCTION._A

JMP

FAKE INSTRUCTIONS
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T — EQUAL(R,S)
EQUAL(R,S)

T R S

Otter(Organized Techniques
for Theorem-proving and Effective
Research)

OTTER

Loop.

POP ECX

JECXZ Illegal Code

MOV ESI.ECX 5.
MOV EAX,0D601H

POP EDX

POP ECX

CALL EDI

JMP [ oop

Asm(13,MOV(ESI,ECX))
Asm
13
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load
Loadl imisge NofityRoutine
4
* gnbry point
HW Break point to
- .
Alter Driver ihsert 01H
NTFS
) I | MIKLUMNIE xxH
HOD registern 01H
Win32

Vvoid LoadlmageNotifyRoutine{
PUNICODE_STRING FulllmageName,
HANDLE Processld,
PIMAGE_INFO Imagelnfo

LoadImageNotifyRoutine

Loop.
POP ECX

NOP

JMP ROUTINEI
ROUTINES:

CALL EDI/

XOR EBX.EBX

BEQZ N2

NZ2:

JMP [ oop
JVIP L4

ROUTINEZ:
NOP
MOV EAX,0D601H
POP EDX
POP ECX
NOP
JMP ROUTINES
ROUTINEIL:
JECXZ lllegal Code
XOR EBX.EBX

BEQZ N1

MOV ESI ECX
JMP ROUTINEZ
ROUTINE4:

NI

Asm(x)

ROUTINEIL:
14(13,JECXZ(SFModMark))
15(14, XOR(EBX,EBX))
16(15,BEQZ(N1))

11 119
JMP

JMP

asmx,JMP(y))=asm(x).
asmx,BEQZ(y))=asm(x).
asmx,XOR(EBX,EBX))=asm(x).
asm(x,NOP)=asm(x).

asm(NOPR x)=asm(x).
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