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Abstract The worm countermeasure in an enterprise network is increasingly important. The
major worm countermeasure detects a worm with the pattern files offered by the vender. The
method applies only to known worms, and always ends up reacting after the worm spreading. On
the other hand, there are some methods to detect and intercept a known / unknown worm from
the behavior of network packets. To detect the worm from its behavior of packets, the methods
need to observe some amount of packets until they detect the worm packets. The worm does not
spread completely in the enterprise network even if a single node is infected by a worm. So, we
need to know the number of worm packets to prevent them from spreading in the enterprise
network. In this paper, we propose the method to give the maximum number of worm packets
using the discrete mathematical model.
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