
* ** * ** ** *
* , ** NTT ,

An unknown-worm and mutated-worm detection scheme 
based on capturing self-initiated READ behavior

Koichi Suzuki*  Takaaki Matsumoto**  Tomohiro Takami*
Tatsuya Baba** Shusuke Maeda** Masakatsu Nishigaki*

*Faculty of Informatics, Shizuoka University, ** R&D Headquarters, NTT Data corp

Worm infection is just to copy the worm onto other PC by way of a network connection.

Therefore, it is observed as the following behaviors; (1) COPY: read their own executable file, and (2) 

PASTE: write the file onto the stream communication API. This paper proposes to use this type of

worm’s “self-initiated READ behavior” for unknown-worm detection. It is expected that the worm

detection scheme based on capturing self-READ behavior could be applicable to a variety of worms

including mutated-worm since this behavior is basically found in most of them. Moreover, this scheme 

could achieve real-time worm detection because the self-READ behavior can be done just by capturing 

the file access of every process. In this paper, the conceptual design of the proposed scheme is 

described and its feasibility is investigated by using a tool kit to capture the file access in the OS.
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